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Enhanced DPA technique for embed encrypted CMOS chip
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Abstract; This paper presented an enhanced DPA technique to defeat the popular DPA shortcoming, which was that the
waveform data must be precise alignment. And made waveform matching based on discrete Fourier transforms. After that per-
formed the standard analysis. The experiment demonstrates the enhanced DPA technique can overcome the shortcoming of popu-

lar DPA.
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i A : parentHandle , wrkHandle , keyInfo
% 4 : returnCode , wrappedKey , whitelistBlob
inKeyPlain; = Decrypt( inKey , parentHandle )
if inKeyPlain. Keyflags. revocable = TRUE then
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TPM. revCounter)
if hashval! = whitelistblob then Return RET_FAIL
Continue as in the specification
return TPM_SUCCESS, keyHandle
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Switch  ( TPM _ ShowRevListElement ( srkHandle, revElement,
parentHandle , inKey, Nonce ) )
Case: RET_FAIL
return RET_FAIL
Case: RET_OK
whitelistBlob ; = Hash( REVOC_LABELI | inKey. pubKey | | WRK |
TPM. revCounter + 1)
return TPM_SUCCESS, whitelistBlob
Case: RET_ REVOC

Continue to compare with next blacklist item
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