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An agent selection algorithm in distributed
network attack testing system
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Abstract; Network attack testing on network equipment conduces to ensuring the equipment’s stability and
security during attacks, and reducing the risks that the network faces. Firstly a distributed network attack
testing system we implemented is introduced. The system consists of a control node and several agent
nodes, and is adapted to many different network topologies. It can test the target-equipment with
diversified normal attacks and distributed attacks and also supports new attack suite development. Then
the special problem of agent selection under the online testing mode of the system is discussed, and a
proper agent selection algorithm is proposed. The algorithm can facilitate nodes communication fluency and
testing stream dispersion.
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