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Distributed network forensics system based on Bloom filter engine

ZHAO Qian, CUI Yi-min, ZOU Tao

(Beijing Institute of System Engineering, Beijing 100101, China)

Abstract; Aiming at technical challenges of network forensics at present, a distributed network forensics

system based on the Bloom filter engine was proposed and designed. The system with the Bloom filter

engine as the core can filtrate, memory-map raw network data for compression, capture complete evidence,

save storage space, and help with post-event investigation of network forensics.
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Fig.1 Framework of a distributed network

forensics system based on BF engine
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Fig. 2 Architecture of a distributed network

forensics system based on BF engine
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Fig. 3 Schematic of BF engine’s structure
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Tab. 2 Validity of forensics system
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