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Abstract: For the security problem existing in the process of SSO which used Browser/Artifact mode, this paper designed a
security SSO authentication model based on SAML and XKMS. It used a key management layer which combined traditional PKI
with XKMS to provide the key management service, at the same time, this model applied XML digital signature technology and
XML encryption technology to ensure the security of sending SAML statement message. Through the implementation on the
platform of J2EE , the result proves that the security SSO model can be a very good solution to the security problem in the deli-

very of SAML statement by Browser/ Artifact mode.
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