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Key Search Quantum Circuit Design of AES Cipher

YE Feng, YUAN Jiabin
(College of Information Science and Technology, Nanjing University of Aeronautics & Astronautics, Nanjing 210016,
China)

Abstract: In order to verify the feasibility of applying the quantum search to the key search of block
ciphers, a key search quantum circuit of AES (advanced encryption standard) cipher was designed,
including KeyExpansion module, encryption module and comparison module, based on the analyses of
its computation processes and computation modules needed to be achieved. The encryption module
includes four sub-modules, i. e. , quantum AddRoundKey, SubBytes, ShiftRows and MixColumns. In
order to reuse the working quantum bits, the reversible computation is used to eliminate the quantum
entanglement effect, and different methods of the reversible computation are adopted to different tasks
of the 4 sub-modules in the realization of the quantum encryption module so as to save computation time
and quantum memory. The research shows that applying the quantum search scheme to the key search
of block ciphers to save square root time is feasible.
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Fig.3 Quantum oracle of the key search algorithm of AES

AESEEE S -1 EBHYT B EH
KeyExpansion, ¥ A 12> , 5 H lw> (K E R 44 4
). lw> Fp> A —EEA AES B8l
R, INEAEEOR | p) B4 il ¢, IR ST L) A
AR BEE, le> Fill e’y #iik A b3 % Comparison , 4
1 FEBTE A 2 B A(x) BME, 3T 5 | g0 AT R ER
BHE. RE AT T HUE N ZEI6E, (H2ER
FHBYELHR 10> Al p> EEBHE, H 5 10> D iAE—
. Oracle £k P& K K [A1 1R 3 55 fn %5 A< B AN
KeyExpansion 1 £8 , 4 %8 B Lo B I IR (6. R
3 el R AN AR MBI RE A AT R &
R AR, AL FAR R rp T A R T 12
30 HE ) T A 3 AL
3.1 EFIEEER

BT AR R Comparison LK EEUNE 4 FT7R.
Elrh ¢ Fl "B AR N HLRRF 55 100 BB & 1 I
Fr X ERLL3 B IR, 128 & F AR
. B ST E T2 EIRTTME 73R

&
———— ¢ x {E
1o
L/
"N

N
”
%
&
B4 BRI T LR

Fig.4 Quantum comparison module
B > 5 1> BB AL LLEE, PR A LB 45 R
Toffoli [ TZAL" 5" 75— A2 A A #2 Ml ELAE, 19> 1E R
AR, T B T2 B AR5 BE T ELR T
B AR T LR | > B R LA 100 B 1
JRAH.

lg



%2 H oHiE S AES e k00 AR R BT AR 305

3.2 EFmMEER #5M AddRoundKey T2 | p> Fl lw)> S35, H

K5 RETFIMRERWEIEER. BFMEE  BELREREX ). RTHERE, THHZES L4 1
Hxt lw> Flp> FATIZE - EE lw) BEARZE, I8 i+ & & 4 AddRoundKey. SubBytes, ShiftRows FI
Ip> MINAZES R ). TER TSRy, IA%  MixColumns & T4 B&ikit.

P —H & 1uE gt 1 M S
N S E] N 1]
-g ~ 35 < 2 'E
g £ o g £ 2
Z 2 BE| BE 2 BE
< = 2
2 < <
[w) —— w)
“ AN /
~ Y
9 % Round FinalRound

B 5 BT IR R LR B

Fig.5 Quantum encryption module
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