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Binary image authentication algorithm based on digital signature

DU Min, GAO Bao-jian, DONG Jian-e
(School of Information Science & Technology, Northwest University, Xi’ an 710127, China)

Abstract; This paper proposed a new binary image authentication algorithm based on digital signature for protecting binary im-
age completely. It used the digital signature to certificate the uniform blocks and used the normalization pretreatment to certifi-
cate the non-uniform blocks. False alarms could be eliminated by joint certification. The experiments and the analysis show
that the content of binary text images can be protected completely by appending very short digital signature to the original im-

age. With fine visual effect, the algorithm has high performance in detecting and locating tampers.
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