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Abstract: Anonymization is one of the primary techniques realizing privacy protection in data dissemination environment. This
paper described the general concepts and basal principles of the anonymization techniques, and summarized the anonymization
principles, anonymization methods and anonymization measures. Finally discussed the present problems and directions for fu-

ture research.
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2.1 k-anonymity
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name race birth sex zip disease
Alice black 1965-3-18 M 02141 Flu
Bob black 1965-5-1 M 02142 Cancer
David black 1966-6-10 M 02135 Obesity
Helen black 1966-7-15 M 02137 Gastritis
Jane white 1968-3-20 F 02139 HIV
Paul white 1968-4-1 F 02138 Cancer

22 2-EAMLFE, QI = {race, birth,sex, zip |

race birth sex zip disease
black 1965 M 0214 = Flu

black 1965 M 0214 = Cancer
black 1966 M 0213 = Obesity
black 1966 M 0213 = Gastritis
white 1968 F 0213 = HIV

white 1968 F 0213 = Cancer

k- 44 38 1] A7 1 SO PR AR, PR o B AR B
YIRS I RERR R 200 1k, SR, S0 3R 17 1 44 1kt 72
T ARXHEUR R AT 20 it T R R B AL % . )
— LW RN SRR TR (RO S b B 58 A R] (AT REFE X
AT RETE SC b)) IXAE RIS R k- A BOR  WARSS 5 HE B
SR E A AU R (R, BRI A, Mk & o i s
AR S8 ARG 52 TR AR i 0 M 3 ke 1 7 U gk
P S ARIRT R O F I T 3B AL 8 . UL, k-2 5 5
2 3| 5] 5 P X i (homogeneity attack ) F173 5% HIPR X o ( back-
ground knowledge attack)

2.2 [|diversity

SRR ) o 1 o R R R B R 1 e AL T R
Machanavajjhala %‘?}\[4] TE k-FEA I AR T -2 R (1-di-
versity ) JE)

EX 2 I-diversity, FREZEIEER RT(A,,-+,A,)JE [-di-
versity B9, WR RT(A, -, A,) W2 k-BE4 , BLIRI—2E 02811
O EDH | AN (well-represented ) I{E , H A #0455
WA Z TR,

a) Distinet [-diversity, [A]—2 2 =/ DM B [ A AE G
R E A

b) Entropy [-diversity ., [a]—454 2t UsJm AR 1915 B 5
Z/0H log 1, M E MRBURIE LM E B € U H(E) =
~ S P(E, ) logP(E,s) . Hoot S HRIBIRPETSL, PE,5) Wi
BB s TR E il ARER

¢) Recursive (c,l)-diversity, FEMFNZIGWL 1 <c(r +
Frar oo tr,) o FEH m FORGFH S A ) BEE s R (R R
re FORZAEM AN (1 <i <m) BUE Y HUUE PRI 02
Recursive (c,l)-diversity PRUE T 554y 38 Hp AT 2t i A U P
TEARZ T A R

d) Recursive (cl,¢2,1)-diversity,, g A E A AN IS v i R
1o P BURE PR 2 T UK 1, R R T 4 e
AR Fo T A R T (A 22 T s AR R AT
2.3 p-sensitive k-anonymity

A BRI 2 kB4 LSO (b > 1, p<k) B
SR A At B p A R R R, 3 5
distinet I-diversity FLAFEAAA R BB BART | %18 4410 50|
TESRORCRA | AT 2 A0 2 L T RER A2 A
AT P ) I ARHAEZ T (skewness attack ) FRHRIE L7
(‘similarity attack)
2.4  (a,k)-anonymity

RATHYEAE L k-FE 44 AL U Y [l | AR [H]— 242
A — U P L R A R T a(0<a< 1), B
[(E,s) 1/1EV<al® o AR AHIE S FIALPE B30 T 42
A BE A A R T 5 R AR IR TE
2.5 (k,e)-anonymity

I 4 A 5 S B X M R SRR A e R A
P2 U AR X RS BT 20 R e, (K, e) -anonymity I2
L3 3o /N e 1 5 AR T X B0 S PR R AR AL e, (EFT fiE 2
TR (5 B W IC I TR PR A Ak et
2.6 t-closeness

AT B JE k- B 24 A0 N ) [ B, SRR AN 28 L
R P AP 4 A1 55 SRR M (B AE B 4 T 3R v B AR 3 A 11 25
YN R o t-closeness TE [-diversity J&fill |-, % & T HUR )R
PERY A1 T8, & BER i A S 288 v R R P A A S a4
IZIEYER AR oA . R B B S A 28 15 e 44 AL B8 26 rh AUk
JaB PR AR B A3 AT 25 5, SCR BT — ok R ) B R A 5K
EMD (earth mover’ s distance ) , 12 I 25 J3& v Ty 28 X 250 (8 7Y A%
JE VA 0 2 ] A BURR e M (8 34 2 SCTT RN Y 1A O 2 -
closeness fifER 1 B X U8 PR AE ) A ARk e FARHBLE e o
B2 B A A 28 R RRAR T A AT ECE Y m] I , 8 A A i
AT — I R R 1 e
2.7 MEKER

Z T B 44 A T USRI R A DR AP oRL B X R b BT
TR PR (BB A AR [R) i B2 A DR A, O 25 i AR L 1y 1 SO
B RRREAERE B, SCER[9 T #2 TMEfLlE 4
(personalized anonymity ) FIREE:, If-45 A M AL IE 44 19— T
o FFEA AL EE 2 S48 X EEE 3R oA W] SUR s PR $ A
[PAL 2 A B AACRAP AR B2 | DN 1T R 58— FE A AL Tl R (5



+ 2018~

it ooE R OB R

%27 A

Baige, G107 45 1 T A PEIBAY (o, k) -anonymity #5570 HE
— D TR R OF B TR AR TR
2.8 HEHEERNL

H HIT S 43 B 44 AR DB S R A B5Hie 1), IR 2% S
PSRBT G R AT A B RA R (Rl R, K00 (9 B A5 T4
TEIRSE PR A ULIY , SR AN SR 2 BRI 1 Xy S e
R A T B 44 A B A AR AT BEAE 2 W] A K A A
[F]AE AR P A, DA T 2 R PR RATHE S o SR 11 ] B TR &
At BT (-diversity SFHSSEARSR T T —Fh SCRRIC SR AR
MBS R AT A 558 RRASAE—E PR b BH R HEBLAGE FT it
SR BSAAIER . SCHR[ 12 128 10 T — R [RN SCREIE Al A RIS
SEMBREEVE R m-invariance B 447758 , i oL (IR R B BLAE A
[Fi) A AR HR R SR ITTE 9 A5 A0 28 B AT 8 4 ) 1 0 s 1t
HAEG AR T N [F] RSUAS 1] (4 SR 1 i 12 i ) B A 67
(R, SCHR[ 13 148 T —FhBE 400 3 (03 1 a7 4 A1 B A
TP k- AR T . SCHR[ 14 T4 —Fh (&, o) BEA 7 R LA
SRR ) EE A . ShASECHE E A i | S 4 B R i 28 )
ColE TR E ) Iz,

3 BRAE

A4 1 B 4 £ D 125 11 ) R AIE 5 258 33 77 1E ( ge-
neralization ) A ( suppression ) PVESCEE AR R T — %
HOFR I P AL ATBEALALSE )5 2, T ATTRE s & A0 i e £ 1) B
SEPERI—ECHE,

3.1 =zt

A HE AR SRR T o — M ) (R 5 B e L 3
LA R LR PR

a) Bz Ak, SR — A4 e 1Y e R A — s,
i Jm e zip JEUAI 7, = 102138, 02139,02141,02142 | #1Z 1k,
B Z, = 10213 * ,0214 = |, DIEATE L FRK—DERME
Bl &l 2 BR . Gead i 202 AR U2 A2 IR S5 A AR
Mz ARE ek DGH, .

b) (EIZ Ak, 248 J i Jo e 3l ) B (i BB AL R — i
B, Q& 3 TR . EEZAOC R AR T EZ A2
FIFFETE ,iE A VGH,

Z={*****}

ok ok ok ok
- ek
Z={021%%) 021**\
Z,=(0213%,0214%) 0213+ 0214*
Z,-{02138,02139,02141,02142) 02138 02139 02141 02142
DGH,, VCH,,

2 agwirRzeRE B3 aamEsEzeE
UIEBAER PT(A, - A, EEXTREANEAE A, 257 HZ

H2: DGH,,  MIRHEZE |- 1045 71 AE 922 L2 F W IT (1 DGH |

+1) BT 1 00 FFAT 0T RERSIZ A H 9 TT (I DGH, | +
1" b m R PR TR,
3.2

A5 AR A (A SR R L, TR 3 (02
0I5 VGH Vb T TR 1K AEL B 2 A A0
HOZESRE . E hBE A LR R, 25 S0 I S E0 T A - 40

SR V0 — PR SR B A | Bl s 10 4 1 T M (BT A e SR A
NI B, B A N SR M A 1+ 7 305 DURREAT
KGR
3.3 Hfttrik

W3 vz AR ) HEA T 44 AR AE, SCR [ 15 ] #2013
RAEM AT KRBl R el B AR RS T2
AT b SAC SRR SRR R A T I A4 AR .
BT E A 1 B 44 A 155 AR AN AR

KTFEAMTE, SCHR[ 346 1 T B/NMZ AL B 2 4,
SCHR[ 16 IR T 56F12 AR il 11 B2 4 b AR 170 5 PR e oK fi
ST NP eI, H TSk R AR 0 T g — e e U
%, FIEITE A B s ) N 030 (L DR A, AU/ ARG
HELERR,

4 ERLEER

FESEBRN A — G — s R i T (1) k-4
B, MALBRAFBEAARY S5 B R Z ) 9 0C 2R LA Je Al o b
FREIRIIIES LA ISR A 25t 55 1 4 AR B B AH DC
SR, R sl T 1 I B 44 D i SR R R R A B
e Z [a] (474
4.1 BEE=E

Y E TR IRBUIE 32 PT (A, Ay, - An ), BE 2 ALEHE 3 RT
(A, Ay, Av) o HP N, B R IEEA B, NV i A
B, DGH, 2 E M A, B30z 40 )2, W BE 24 138 RT B9RS & mT 4%
Y

Na N h
RT) =1 E’l/g‘lIDGHA,I
prec(RT) =1 = va

E$m%ﬁ@@m&m%&a&m%m%gqﬁﬁj%m

AR ITE A G R RRE, DR N TAE—E
A JZARZ T RGBS 15 B AR,
4.2 TTRAMEE

AT PV PR AT BEBIPE L £, Bayardo Fl Agrawal i X
T k- T I AT 240 Bayardo Fl Agrawal A
A SE iz AR RV i 2 A 2 1 A R Al 44 AL R A AT
FAMERAN . BEENZE E R0 stz AN i 5 26
IR/NEN(LEN = k), RIS e A5 i — 2k g sk A3
FIDI BB RN, TR RIBGZIE 44 AR 1 SN

C= Y IEI*>+ 3 IDIIEI
i |El <k

AR SR ISR SN I SR 2 i 1 44 A AR =, A
I L, BE 4 A I T IR RN
4.3 HEER

AL o B sy Ok B e 4 3 v AR 2 v U R M
Ao 5 AR E A R PSR i 22 5, SCR[ 23 142 T
MD ( manhattan distance ) 25 & & 77 20, SCHk [ 24 ] $2 4 T KLD
( Kullback-Leibler distance ) 5 55 B &8 5 20, CHk[S ] #EH T
EMD (earth mover’ s distance) FEES 5=, PUF45H MD F
KLD b7 6] i B2 e i 59 07 20, A 5% EMD HES 9 B
PHEAN S WSCHk[8 ] .

43 HURIR M EPIAER I AT .P = (prpas oo ,pa ) FLQ =



% 6

EAF B AR R AR R SR

+ 2019

,qn) 0

MD:D[P,O} =

(q1,q2,

2y (Pimai)

bl

KLD:D[P,Q] = _ilpl log L = H(PY —H(P,Q)
t= qi

Frf L H(P) = Sp, log p, J5M P §ORELH(P,0) = 3p. log g,
R PR Q A S

TR S BT R, 5 1K o SR e (L0 43 15
1B 4 Fr I RS 1022 SR A 5 2 B R Tl

5 Z5RIE

B A A i T RERS L2 B8 S A EREE T B L P e iodla
Wit RIS SR CRUE A A S Y B e SEBRn ] 52 5]
IR, Bl TXZEAR DR LB, Hh e A e A >
[APRE{EAHRASRDT . LU 48 AR i B8ORS D507 1) ¢

a) BEAAES AT IR - ()AL, H AR £ 2
TUME B, W B — A5 BRSSP s B A AT B R
ANPERT AT FAPE AT R R 2 — R AR )L

b) EEAACBARBIPATRHOR AN, F AR A B 44 A7 12
2 P S AT RCR AN i, DI 7 B9 v A 1 44 1
SR AREXT H 2 B384 ) A K5l 1 2 A ) A

o) FERFIPFFRERNEL,  F ATl A 50— 1Y B 44 AL EOR
FER AN PRI, P 280 TIx g, 4 s 4 etk —
PG R 2L & B PEAT

d) ST AR E A LR, FRTPT R B T
X AR B 4 A, 20 25 BB RO A 1Y B 44 AL BRI A
ENIla 2S5 IPSE

e) ZYRLIRIE A R, HATHTSE 2R B — U 1k
TR T B 2 ACAR B 2R AN REIE A fi] B A 7 2R A ke
Z BB MR AR A 4 AL, 5 DS 2 DR P e 7 1) e
BUARHIC R TR Bt s . L 20 A S 2 4E
ZREAEE,

LA, g s S B PP 44, B R] AR 552 s 10 e
VPR R AR ST, Unfugfife phe oAl 2CBAEE T 2 HdlE R 1 b
AR SR AR S FIF T R
SE k.

[1] SAMARATI P, SWEENEY L. Generalizing data to provide anonymity

when disclosing information [ C ]//Proc of the 17th ACM SIGACT-
SIGMOD-SIGART Symposium on Principles of Database Systems.
New York: ACM Press, 1998 .188.

SWEENEY L. K-anonymity;a model for protecting Privacy[ J]. In-
ternational Journal of Uncertainty, Fuzziness and Knowledge-
based Systems,2002,10(5) :557-570.

SWEENEY L. Achieving k-anonymity privacy protection using genera-
International Journal on Uncertainty,
Fuzziness and Knowledge-based Systems,2002,10 (5):571-
588.

MACHANAVAJJHALA A, GEHRKE J, KIFER D. L-diversity: pri-
vacy beyond k-anonymity[ J]. ACM Trans on Knowledge Discove-
ry from Data,2007,1(1) .3.

TRUTA T, VINAY B. Privacy protection; p-sensitive k-anonymity

lization and suppression|[ J ].

property[ C]//Proc of the 22nd International Conference on Data En-
gineering Workshops. Washington DC: IEEE Computer Society,

2006:94-103.

[6] WONGR, LIJ, FU A, et al. (a, k)-anonymity:an enhanced k-an-

[10]

[11

[12

[15

[16

[17

[18

[19

[20

[21

[22

—

]

[

[

[

]

]

]

]

[

onymity model for privacy-preserving data publishing [ C]//Proc of
the 12th ACM SIGKDD International Conference on Knowledge Dis-
covery and Data Mining. New York: ACM Press, 2006 :754-759.
ZHANG Qing, KOUDAS N, SRIVASTAVA D, et al. Aggregate que-
ry answering on anonymized tables[ C]//Proc of the 23th Internation-
al Conference on Data Engineering. Pisctaway, NJ: IEEE Press,
2007 :116-125.

LI Ning-hui, LI Tian-cheng. T-closeness: privacy beyond k-anonymi-
ty and [-diversity [ C ]//Proc of the 23rd International Conference on
Data Engineering. Pisctaway, NJ: IEEE Press, 2007 :106-115.
XIAO Xiao-kui, TAO Yu-fei. Personalized privacy
[ C]//Proc of ACM SIGMOD Conference on Management of Data.
New York: ACM Press,2006 :229-240.

YE Xiao-jun, ZHANG Ya-wei, LIU Ming. A personalized (a,k)-an-
onymity model[ C]//Proc of the 9th International Conference on Web-
Age Information Management. Piscataway,NJ:IEEE Press,2008 ;341-
348.

BYUN J, SOHN Y, BERTINO E, et al. Secure anonymization for in-
cremental datasets[ C]//Proc of the 3rd VLDB Workshop on Secure
Data Management. Berlin ; Springer-Verlag,2006 :48-63.

preservation

XIAO Xiao-kui, TAO Yu-fei. M-invariance:towards privacy preser-
ving re-publication of dynamic datasets[ C]//Proc of ACM SIGMOD
Conference on Management of Data. New York: ACM Press, 2007 .
689-700.

FEA EAR, K AAL, F. K-APPRP. —AF Bk F %) 5 #9 3% 8 3%
BERA ALY BB A )] SR BR TR,
2009,30(8) :1581-1587.

BYUNA J, LI Tian-cheng, BERTINO E, et al. Privacy-preserving
incremental data dissemination[ J]. Journal of Computer Security,
2009,17(1) :43-68.

AGGARWAL G, FEDER T, KENTHAPADI T, et al. Achieving ano-
nymity via clustering[ C]//Proc of Symposium on Principles of Data-
base Systems. New York: ACM Press,2006:153-162.

MEYERSON A, WILLIAMS R. On the complexity of optimal k-ano-
nymity[ C]//Proc of the 23rd ACM SIGMOD-SIGACT-SIGART Sym-
posium on Principles of Database Systems. New York: ACM Press,
2004 :223-228.

LEFEVRE K, DEWITTD J, RAMAKRISHNAN R. Incpgnoto: effi-
cient full-domain k-anonymity [ C]//Proc of ACM SIGMOD Interna-
tional Conference on Management of Data. New York: ACM Press,
2005 :49-60.

FUNG B, WANG Ke, YU P. Top-down specialization for information
and privacy preservation [ C ]//Proc of the 21st IEEE International
Conference on Data Engineering. Washington DC: IEEE Computer
Society,2005 :205-216.

WANG Ke, YU P, CHALRABORTY S. Bottom-up generalization; a
data mining solution to privacy protection[ C]//Proc of the 4th IEEE
International Conference on Data Mining. Washington DC: IEEE
Computer Society ,2004 :249-256.

BYUN J, KAMRA A, BERTINO E, et al. Efficient k-anonymization
using clustering techniques[ C]//Proc of International Conference on
Database Systems for Advanced Applications. Berlin ; Springer-Verlag,
2007 :188-200.

BAYARDO R, AGRAWAL R. Data privacy through optimal k-anony-
mization [ C ]//Proc of the 21st International Conference on Data En-
gineering. Los Alamitos: IEEE Computer Society, 2005 :217-228.
KIFER D, GEHRKE J. Injecting utility into anonymized datasets
[C]//Proc of ACM SIGMOD International Conference on Manage-
ment of Data. New York; ACM Press,2006:217-228.

LIN Jian-hua. Divergence measures based on the shannon theory[ J].
IEEE Trans on Information Theory,1991,37(1) :145-151.
KULLBACK S, LEIBLER R. On information and sufficiency [ J].
The Annals of Mathematical Statistics,1951,22(1) :79-86.
RKE, EF AT F. @R E RN RA RS A LRR
[J]. 3 HALEIR, 2009,32(5) :847-861.



