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Research on privacy preserving distributed decision-tree classification algorithm
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Abstract; To solve the problem of privacy preserving of the distributed decision-tree building process, this paper introduced
the secure multi-party computation method and designed an algorithm of privacy preserving distributed C4.5 algorithm ,which
was applicable to the vertically and horizontally distributed dataset, and also proposed a new computation method of the degree
of privacy protection. Experimental results demonstrate that the privacy preserving algorithm can well protect the original data
from revealing, and keep high classification correct accuracy.

Key words: distributed data mining; privacy preserving; secure multi-party computation; C4.5 decision-tree algorithm; ver-

tically distributed; horizontally distributed

B AZ 8 SR DT 1 AN TE A1) A W ) BT | Bl
HUAEIE AR rh PRI 1 S5 R Y (H SO A TS B
VAR AR . 5 R s 500 425 4t T I 25 177 22 [R) A 1) Pk
Mo LA BSCHE F2 4 04 B RA R 822 4 a) B TR A 1 06
2000 4F Agrawal 25 A" Hl Lindell 25 A7 25 42 T BAAME B
A EAAZ RS DI 12 AR SRl By Tz o6, IR |
T E B T2 . UL, BRSO B2
BN TR A, AR Bl WWW RS K28 H , Internet B
SRR BRI, A BRI R 2 TR IR AR
()32l 5 B8 PR T R i | oA ) AR AT A BB S 2 e A 2
VEAT 0 RS BOM MR 5 B SR T 1A 1R 2 2 T
PRI , FE I LT B0 8 A AR AN (L X SE LA
FEVEATERE] TAESE 4 SR e A BRAZ S I, A A A B AR
A ORI AR R T SRIBGER 42 IR 2558 . PRtk B
RN I 53 A ARSI R T — 2Bt 1l

AT JERARAZ I P L, BRSO A
iF, B e 4= 22 07 FEM SR 22 4 adn () B SOR 3 ELAT B A
PR R 53258 5 BB 2 B oA i), g FH A 12 AR R
FZe 4 xln (o) PSR 15 ELA BRAMAIP SR A DS 23 254

O Pk e

AT RS S 35 (K 704 T A R B #5539

Wi B . 2010-01-01; fEEIHHE. 2010-02-29
(F2008000752)

HEWMB . "G HFTAFH L XA B (2009421) ;7T 4 8 RA 5 A 4 K8 R

S, FS,  JF HEREE S=5,US, 0.

a) WERBRAE S M ELR 4. W A A1 B 9 543 AH A i 5%
A, N ACGR B S 88 B — 250 s B P 43, S, L
— R IEYE, S, WAL ) — R ar JEm e, n RO BT A JE A
;A B I E A ISR T E M F m FR AN

b) WEREARLE S AKF-R53 0 A F1 B WA AT I
S WRIERE S STRE SRk NN | SN L G D PN E =y Tec
P, m RN

2 BRARPHSHRARRHMEERR

2.1 FEFAMRIFEI PPC4S REME R

C4.5 B3%H Quinlan J R 7E 1993 4F4&: 1 J& 1D3 Bk 19k
E, C4.5 FPAE D3 BYFERN E 30 T X 3% L2 50 Jag A A g v
A5 T LA AL R, SR B A A T AR ik, 5 ID3 R
[A],C4. 5 SR AHFA5 B3 25 H A ( GainRatio ) 1Y 77 7 386 2034
JERPE, ASCLL Ca. 5 D SRR Bt T R LR PPCA. 5
(S ,AA_attribute) Ak SO Rk AA%‘:Z/?? YR ,AA_attribute %
RS RTIE P, S = S, US, Fom SRS,

Begin

(1) B 5 T

R4 A T S, T B BRSBTS, P

I

TEHE/IN . WL (1970-) , 4, FTALHRIRA HAz A+ | £ BBF R 7 @ A K42 B A1 B & & ( shenyanguang@ yahoo. com ) ; 8% 2 (1983-) , 4,
LA REAL L, £ BT 6 A BRI TR R (1966-) , B, #AL, T BB T 6 A AR,



% 8 #

Wik, F L RARA B A Xk R 5 K ke BT A

« 3071-

—JBPE A B 25 He ], FAE 80 2% o ) foe R 11 s AR T A

KRGy A B T EGAEA BB RS B 25 He ]

(2)if S #BJE T W—2& ¢ R B 7 R nt45 45 ARt 2k C;

T EHR 5l T A B XTSRS B E S AR TR
—FC,HFHEELS, (S,) Il RERE TR X C,(C,) =g TF—
25 R k5 25 €, (Cy) BRid,

KR4y o4 S, IE SR G 8 TR 2 ¢, LS, il
EGETHR % C,. #METHR - BE%EC, EE%FT C,. 81
Yao ()% A W7 LR ML 0T €, REST €, & ¢, =C,, 0
R BT AL €, B C, BRIE

(3)if A_attribute 925 OR S H 7 76 B0 RE A $00 T 50 45 5 i, W3R
8] 7 Sy 5 S R A ARIT

e R4y th T A B W7 IR 40 52T J& 19 44 Bk, 1) A _atribute
SR ZSEATET A, 2 A _attribute F3 25 I, FEE A S R W
%€, XN A B IETERERS BT LR & S, (S,) — A5 4 i
EESGTE JEIT

KRNy A Giil S, hEAZERIE RIS, (C) 1, B Gl S, hi
AL SREL S, (€)1 38 Yao 9% 4 W 7 LB PR, A B A
(1S, (C) 1, 18, (C) 1) BEIACIS, (€)1, 18, (C,) 1) 35
o i =max | (1S,(C)H 1 +18,(CH1) ).

(4) QBRI QAR5 5 T ABRST Q5

(5) while BAFIA Jy2s

(6) 1

(7) ICBRF HR B 55— 15 1 A

(8) for eachA_attribute (1% J& PE 11815 B4 75 L] GainRatios

(9) T IR AE 4248 ¥ test_attribute = A_attribute *f EL 7 55 55 (5 &,
B 2% oA 0 8 1k

(10)if 43 ZLJB Ly 1 22 8 then #8312 J& T (14 43 %1 AR

(1) A5 B35 LB R R A AU 5 A0k b T4 A,
AAZ’...’AA“

(12) for each 745 &5 A K A HT M 5 A

if Y ORI AR AR 2 A M 0 — Rl e S G I et
AR IE A IZ I

else 5% 45 5 A AT Q, 76 1% M 5 _EHRAT PPCA. 5 (S, A_ attri-
bute ) X & 4k 5554

(13) !

(14) f

(15) PFRREAY R 4 SRR, EAT IR B9 AL
end

2.2 PREESRBEMUNBESE

N T E BT R R REE D R O R S
AR ERS I 1 ], o R R A S A D1 it 18 23 2
e, i A BRI AR R 7 ) e A 3 2R P R A S T A
A, e,
2.2.1  BHER S A X 50 R AR BB ML O

B S ARG RIS R FR TR YT R PR
S R LT B R A, & BT RS B ) R TP RYJR
PEFNS FTINRE PSR A_aribute J& T— M E0R 4, W AT %
— 7 BT DL 5 R R A 15 S 2 L9 b) R R R AR AN
W F AR P A_atibute AN B TR —ANEUR A, MU — 7 T
BRE S — T R A RE TR B A L, T e
THOL b) B B4R L H Ik

R AP APIANFIE R, TR, R, S, AR EH
LR, NS, P EARE . B, Fn S S, A KRR

YR A RN E, FoR T S, T S B ML) 2 4
Fakal, A NS, Al—A N dErE v, WA A0 SR
RE NV, () =1, WV, () =0, AFLLA TS mE V,
FME, FEE, B AT L A O s v, (E, V() =V, (i) A
V, (i) Fn [FIEH R & E, 1 E, BIIEsE,

BV, B—A N g, RS &icatm 7250
V() =1, 50 V. (1) =0, AFIB #AT LIk {5 1w v, 1y
. BRRBLV,V, = 3V, (i) * Vi (i) FR I 2 & 0F B, i
E, MAEEIGC RGP, =V, e (V,AV) = (V. AV) -V,
FOREARAE S B T2 0 LR

1) E(S,A_attribute)

~ v S'+S'+‘.. +Sﬂl‘
E(S,A_attribute) = —_21 S
=

1(31/,521',"',5"1/) = —j;Pj[(SI/,SZ/,“',Sm/)
V(,' Vb

SO, = g 151 = 2P

®[(Sli’52j""’smj) = ‘[;Pilegz(Pij) =
no P PAL

“Eye el oy

2) 115 Gain(S ,AA_attn'bute)

Gain(S,A:attribute) =1(S8,,5,,S,,) —E(S,A:altribute)
T I(sy 50,0050 ARG, —J7 0] LN 58 BB 4 ) 3
B8 D3 R R A R TSR R E B AR RO

3)3144 GainRatio(S,A_attribute)

Gain( S ,AA_atlril)ute )
Split/(S,A_attribute )

~

GainRatio( S, A_attribute ) =
Ve V,
IS1

W EAOTR R S B 25 0 AR A LRI AT SR 45 4
FEHCBIE . EAE T AR BRI s T
(15 B 25 LU, 35 (R A5 R 1 J P o0 407 6 PR B B 3 ok
T SE A
2.2.2  HBABERT R o0 A FLB 6 T 7 ik

RBELS, (C) | R YHT A S, M8 T2 i
BLUS, (C) | FR MATIT I E S, B8 T35 0 mid s AL
IS, Cattr;, C;) | 73 R0 BHUA S, WJB AT j 5 0k
BT IC TR 1S, (atty, ) | 328 417 SHLE S, (108
PEESE T 5 30h R T35 0 i 8.

1)#%2%@%1%% [(51 382, 7Sm)

I(s1 .80, 8, ) = —iipilogz(pi)
Sum(18,(C) 1,18,(CH 1)
Sum( 318,(€) 1, $18,(C) 1)
2)HEE E(S, A attribute )
P

E(S ,A:attribule) B e
e s

Horf SplitZ (S, A attribute) = — z]leogz(pj)ﬂpj = J1S1 = ,zlp}o
J= L=

/ﬂ\:qui=

v
1(31,',52j,"',3mj) = __ZIP]I(SI/'»SZI""ismj)
j=

Sum(i; IS, (attr;,C;) | ,i; 1S, (attr;,C;) 1)

Sum( $15,(€) 1, £15,(C) 1)



« 3072 it HE R AR %27 &
@1 (51/’, $2j5 Tt Smj) = - él Pij log, (Pij) Py = : -

Sum( IS, (attr,C;) |, 1S, (attr;,C;) I)

Sum( zl 1S, Cattr; . C,) | 21 1S, Catr; C,))

3) AR B AS Gain(S ,AA_ attribute )

Gain( S ,AA_atlribute) =1(sy,80,,8,) = —E(S ,AA_atlribute)

AT/ wa s RE L R AW /N W P NS P 5
g

4) A B3 25 H i) GainRatio (S, A attribute)

GainRatio(4) = Split/( .S ,AA_attribute )
Hodr . Spli/ (S ,Alattribute) = - _Z]pjlogz (pj)
=

Sum( 318, (attr; ,C) 1, 18, (attr;,C) 1)
HP = — =
Sum(i;IS,,(Ci) | ,g,llS[,(Ci) )
Bl A T BN AR I I8 AR AL B AT SR g, -

Vi (5, IEH V.V, BNESRBT NPT 0 A2, BV, e Y, =
x, +xy A v, B R x, XFERATRYIE A TCIEHIE V, BN,
B G V, (INES, NITTORA T4 A BB FA, W » In(x)
R TS In(x +2) = wg o+ w,w. g SYIET A B ARES T L
(g 2, ) In (2, +2,) = (x, +24) (uy +uy) =x,u, +xu, +
Xyl Xy o FET oy, BTSSRI RWGER 53 v, Ay, , 53500
A B 25 AR TR x, w, WTTAR25 A 20 PR 50 w0, AT o,
Srali A B & FAREE . A TLIHEE Z, =x,u, +y, +w, ,B AL
HE Z, =20, + 9y, +w, W (x, +x)In(x, +2,) =Z, + 7, 255
V3RS NPT Z, M Z,, 50900 A B 45 FORE, AT g T
A E B A, [ I B AR KT 43 A I 5 1T 2 4 A B
W ARG R o () BRCEPRT SCBRRUT AR AL

3 RARPEENEERZE

B AL DR AR B 2R By 1 D A Hidie s R 2 ) R R
YRR, A 09 B RA B o — T B 8 XUBS: ™ ( disclosure
risk) " RHAR , e KU R T ol AR A T 2K A 4 B
b1 55137 ( background knowledge ) | I REDY #2 B RAROHER . %
AU H 2t T BRRA R B e MR B S — e R T
Jiidi, PRI A SCER I T — R e iR O3 SSAZ A B R DR AP R R 1Y
ST

FRFAGRIRRIE = PPCA. S BEIEARATHIY 4 FEH M B
Wopea s/ C4.5 BRATA 3 FEIMEL = Wy 5
b OB SRR 8 Y R BUE O BRAS 1Y 23 S I 7326
TERA 48 TR 43 28 1910 SR B0 7 B A0 T S Lo 38 I8 AR
W opess 3 PPCA. 5 BLIE 5P IEB R AT Wy s C4.5 T
SRIERR,

4 ERERN

ARICAE Weka -5 L3550 00 T BRARAR S 19 PPC4. 5
2L, ME N R, O T RIE R A AT X AR EUT Weka
F A Y 2 A EHE 4 (soybean il iris ) Fl UCK #1145 2% > B di ¢
':P:g] M 3 DEHEEE (adult  car Al credit) YEAT 7 SL40 U0 UE, 55
IEE AN 2 ~4 s,

(512 f& PPC4.5 Fl C4. 5 BIERI M IER RIS LL

carrectly classified rate/%

miiee Bemove miiter | [ Giome car adult soybean credit iris
1 PPC4.57EWekaH 3L 3L B2 SrKIEBHHXT L
3 2T 5 AARIFEREESE PPCA. 5 C4. 5 KSR AT
PRI HR ) LR
4 TR T PPCA. 5 SREXARIEUR R Y B AL R R AR
AR R RO TR ARIE 2 3 B8 il LIA 318 4,

140 2100
W C4.s 3

120 PPC4.5 § 90
100 &

» 80 £ 80
2 B

5 60 g 70
40 &

20 E 60
2

0 g 50 . | .
car adult soybean credit iris car adult soybean credit iris

B3 AR E4  BRAARIPRREE

ARSZRR T 10 U0 A2 SRRV B ik A= S e SR 1) 73 S bG
JE AR SO M A R AA DR o A 2k SRR 23 5 1 1) 23 R e
R GG AT LI 50k 1 7 R e R BE R A% 4t
SV IR RE B T FRAE 6% Z N ATHIR AT LI4E3Z | B Rb P4
FREEAE e 22 I B0 S AT AR E) 769% L) b, SEB 25 53 mT LA
A AR SCHR A S s DR T B AN kB TR R
R TR AL

5 HRIE

S ) — SRS B T % 1 SV SR A, ¢
S T 2 2 I R S B T T NI £ iR
FFSIE T BT IO RE R 0 A2 CA. S Y el SR B
VEARA T B EE AR A0 S T A LA L 5
Dk, AR, T — ol S A 2 0 W R R HE 0 HE R 79
KSR 1 T RO HBHE, JEL 95 B i, 9 FL
RN AR AL AR (AP B AP
BAM AR Rk TR SR I 25,

B3

[1] AGRAWAL R, SRIKANT R. Privacy-preserving data mining[ C]//
Proc of ACM SIGMOD on Management of Data. 2000 :439-450.

[2] LINDELL Y, PINKAS B. Privacy preserving data mining [ J]. Jour-
nal of Cryptology,2002(15) :177-206.

[3] QUINLAN R J. C4.5: Programs for machine learning[ M]. San Ma-
teo, CA: Morgan Kaufmann Publisher,1993.

[4] YAO A C. Protocols for secure computations[ C]//Proc of the 23rd
Annual IEEE Symposium on Foundations of Computer Science. 1982.

[5] DU Wen-liang,ZHAN Zhi-jun. Building decision tree classifier on pri-
vate data[ C]//Proc of IEEE International Conference on Data Mining
Workshop on Privacy, Security and Data Mining. Maebashi City : Aus-
tralian Computer Society , Inc,2002.

[6] PINKAS B, LABS H P. Cryptographic techniques for privacy preser-
ving data mining [ J]. SIGKDD Explorations,2002,4(2) :12-19.

[7] Mk, K&, 880, F. & T SMC ey 5 A KR E 5T e A
ey B[ T]. A AL AR 5 %9 ,2008 ,29 (21) :5424-5426.

(8] RAR =+ MF T, F &85 ERARYHLZE
[J]. 3T SALsE4R, 2009, 82(5) :847-861.

[9] UCI. Machine learning repository[ EB/OL]. http://archive. ics. uci.

edu/ml/ datasets. html.



