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Optimization of anonymous e-cash payment protocol and

its formal verification
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Abstract: In response on the existing problems of anonymous e-cash payment protocol, the paper proposed an optimal proto-
col, which could meet a variety of security properties. To ensure the realization of its key confidentiality, the agreement and
use of the session key were divided into two stages. To realize its non-repudiation, the certificates were used to prove the iden-
tities of the transaction entities. To avoid unfairness arisen by the dishonest transaction entities, the transmission of payment
receipt was achieved by the trusted party. The proposed protocol used FTP to transmit electronic cashes and payment receipts,
which ensured achievement of accountability and fairness, and enhanced the robustness of the protocol. Formal verification re-
sults indicate that the optimal protocol satisfies key confidentiality, non-repudiation, accountability, fairness and atomicity.
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possess(A,SK,) (50)
H12(49) (50) Fil C 258 1% SCHLAF L] CCR1 W] 45
believe (A, receive (A, S( (amount, Tid, date) ,K;'))) (51)

HPIEIIA S POS, = POS, U {S( (ks ,B) Ky ) | AT

believe (A, possess(A,S( (kg ,B) ,kop - )) (52)
Hﬂ%ﬂﬁﬁﬁﬁ%% POSﬂ = { SKA ,Kcs ,Kr'r/* ,KAJ; } ﬁ%ﬂ
possess (A, Kppp) (53)
H1(52) (53) Fl C 2309 B OyEWT AL TAR3 A 75
believe (A, authenticate ( (kz,B) ) ) (54)
HI(51) (54) Fl C 29254 M SR2 Al
believe (A, receive( A, ( amount, Tid , date) ) ) (55)
&1} in( (amount, Tid, date) ,REV, ) (56)

H1(48) F1(56) Al #3th, JET1E HARR T HAR A2 W7,
RGO a) A b) AIAS Y, PRSI 74, IEEE
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