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Intrusion Detection Technology in IPv6 Based on Snort

WANG Xiang-lin, LI Bei-lei
(Computer School, Hangzhou Dianzi University, Hangzhou 310018)

Abstract Because the free NIDS Snort does not support the analysis of AH and ESP extension header in IPv6 protocol, this paper gives a solution
to detect the ESP encrypted IP packets. By constructing ESP testing rules, adding DecodeESP() in Snort protocol analysis module, adding key
management module, it solves the problem of anglicizing ESP extension header and the management of key. It builds a model of Intrusion Detection
System(IDS) oriented ESP to solve the intrusion detection of encrypted communication in IPv6, and gives the process of the experiment.
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Data_Link * Key_Buff_Link;
payload

Struct Key_Payload{

Key_Associations key_associations_data; //Key

Time_t time_counter; //
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Data_Link * Hanged_Request_Link; //
payload

Struct Key_Payload {

Result_Identify_Data request_identifier; //

u_int8_t *pkt; //
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void DecodelPV6Extensions(u_int8_t next, const u_int8_t *pkt,

u_int32_t len, Packet *p)

{
switch(next) { 1 next
I
case IPPROTO_ESP: //ESP
pc.esp6++;
DecodeESP(pkt , len, p); // DecodeESP()
I ESP
Return; }
}
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(1) A Snort alert ip fe80::250:
56ff:fec0:2 any->fe80::250:56ff:fec0:1 any\ (msg: "LOCAL
IPv6 Link Local test"; sid:2009001) fe80::250:56ff:

fecO:1 A fe80::250:56ff: fec0:2 B
B A

(2) A Snort

3) B NIDS A
ping6 fe80::250:56ff:fecO:1

4) A

5

Snort B A ESP

05/07-15:24:01. 19681 [++] [1:2009001:00 LOCAL IPw6 Link Local test [++]
[Priority: O] {IFV6-ICHP} fe0:0000:0000:0000:0260:66¢1: fech: 0002 —
fe80: 0000 0000: 0000: 0250: 5611+ fecO: 0001
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5) 2 Internet (IPSec)
A B
ESP B ping
A
Snort ESP
(6) (5) Snort
C A A (5)
6
Snort ESP

05/10-10: 44: 42 66570 [+=] [1:2008001:0] LOCAL IPwé Lirk Local test [#«]
[Priority: 01 {IP¥6-1CHPY fe20:0000:0000: 0000: 0250: 6611 fec0: 0002 -
tes0: 0000: 0000: 0000: 0260: 661 1+ fecO: 0001
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