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Research and Implementation of
Network Attack and Defence Training Simulation System

XU Jian-jun, SHAN Yi, QIU Guang-yu, ZHOU Li
(Network Information Center, C*l Workstation in Headquarters, Nanjing Military Zone, Nanjing 210016)

[Abstract] To improve the confrontation capability of computer network, a network confrontation training simulation system is studied and
implemented and its architecture and running flow are discussed. The key technologies are demonstrated, including network environment simulation,
data collection, attack and defence toolkit and knowledge integration, network confrontation effectiveness evaluation and so on. Example of network

confrontation drilling proves the validity of the system.
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