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Malicious Code Detection Method
Based on Weighted Information Gain

ZHANG Xiao-kang, SHUAI Jian-mei, SHI Lin

(Department of Automation, University of Science & Technology of China, Hefei 230027)

Abstract Using data mining technology to detect malicious code, this paper proposes a feature selection method based on weighted information

gain. This method can select effective features more correctly by combining the advantage of information gain with classwise frequency. A malicious

code detection system is implemented which adopts binary N-gram and variable-length N-gram as the feature extraction method, weighted

information gain as the feature selection method. Several classifiers are used to detect malicious code in the system. Experimental results prove that

this method can effectively improve the detection and accuracy rate.
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