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Abstract: The paper analysis the use made of nominative mopel data on the Internet
and their transfer for trading purposes. The terpams does define electronically messages of
trading nature, which and user could receive, is divn e-mail box, in massive quantities and with
no request made for them. The cookies are loca €S, passive, encrypted and personalized,
which are inserted by the sites on a computer,uhothe surfing browser, at the moment when
they would be accessed by the surfer. In recemsydlae use of e-mail inside of companies has
hugely amplified, this mean of communication beogminavoidable. More and more companies
place at the disposal of their employees compwétts access to Internet and one or many e-malil
addresses.
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1. The spamming. Definition and functioning

The termspamdoes define electronically messages of tradingreawhich and user could
receive, in his own e-mail box, in massive quagsgitand with no request made for them. They
belong to the category oinrequested messageswhatever nature (economical, political, cultura
religious, etc.) received, with no request, in masguantities, by an user, in his own e-mail box.
this category might be included the following tymésnessages:

- concatenated letters;

- pyramidal schemes;

- marketing made upon several levels;

- schemes with instructions about a quick welfarbe obtained through the network;

- offers made for pornographically sites;

- offers made for pirate software’s; etc.

The sending of unrequested messages might beeeal a result of previously collecting
e-mail addresses. This collection might be realinedarious ways:

- due to the user's wilful registration on a certaebsite;

- from a list of e-mail addresses provided to gh@nsmer by third sides;

- through automatically collection of e-mail addres from the public space of Internet
(webs, forums, etc.).

For the forwarder, the use of spam does not invbigé financial investments or a lot of
time to spend on it as he makes no effort in otdererify the addresses that he has collected by
fraud. Generally, to launch such messages are gaghlautomatically programs for collecting the
addresses and accounts from free servers to releaseessages.

There are three main modalities possibly useddondig spams:

1. to use your own e-mail servers;

2. to use servers provided by suppliers specializ¢de domain of e-mail,

3. To use the e-mail servers of other Internetgjsehich have no protection system in this
regard, or are not sufficiently protected.

Among the collecting methods, the most controvérsieegard to the protection of personal
data is the automatically collection of e-mail aglres from the public space of Internet. In the cas
of the other two methods, it is known that the uses wilfully agreed to provide his own address
for registration. On the other hand, though thewésder makes almost no investments for
spamming, it might become expensive for their riecipto cope with such e-mails. So, the recipient
might waste some time to erase them, either aslsimgssages from his e-mail box, or by
following the method indicated by the messagefiisebrder to erase his own e-mail address from
the forwarder's list. The problems might not ent] gace the previously indicated erasing method



might not be efficient, therefore unable to prodtive expected consequences. Further more, the
recipient should have to assume the cost itseéadiving that many messages.

Methods of annihilation. In order to strive against spamming, various méshwere
defined. The main two methods are designated byyeeemsopt-in regimeand opt-out regime
Each of these two might be strengthened throughptemmentary actions taken. Tlgt-in regime
consists in forbidding the sending of advertisingssages without the previous accept given by the
recipients.

This formula may be realized in two ways: eithex supplier should send the messages, but
stating that the recipient would have the oppotjuto refuse receiving unrequested advertising
messages through a simple electronically messadben the supplier should send to the recipient
a previous expressed request of his agreementcevee advertising communications from him.
When this condition would be satisfied, the suppdidl should give an exact return address, and
should accurately identify himself towards the pamit. Insofar, this second option ought to be
preferred, since it could be able to cut down theeatising not requested messages' cost transfer
towards their recipients.

The opt-out regimedoes authorize the sending of the unrequestetr@hécally messages,
in the absence of the recipients' refusal. Obvioufdvoured by the direct marketing companies,
this type of regime requires an active role takgnthe users, which might be realized by two
possible ways: either under the form of an univdredusion list, wherefrom each user should have
the opportunity of refusing one or the other amamg categories of electronically unrequested
messages (political, cultural, trading ones, etar)py the opportunity, offered to the users, of
withdrawing their own e-mail addresses from thevianders' distribution lists.

Complementarily to these 2 types of regimes, ireptd assure their respective efficiencies,
some accessory actions might be taken. &o,opt-in regimemight be accompanied by the
obligation of correctly identifying himself for therwarder. A penalty might be stipulated for the
possible forgeries existing in the messages' hgadifheopt-out regimemight be accompanied by
measures able to impose to the forwarders a prevaxonomizing of their commercial messages
that should allow to the access' suppliers antdw tisers to select among the received messages.

Legislative evolutions The European Directive nr. 58/2002, on the prsiogsof personal
data and on privacy's protection in the domainle€teonically communications, does precise that
automatically calling systems, bearing no humaerir@ntion, applied to fax and e-mail addresses,
might be used for trading purposes, but only due poevious agreement from the recipient. Similar
stipulations are included to the Directive 31/2000the electronically trading, art. 7.

In the U.S.A. no federal law has been issued omapiag, though the first project about
this matter was presented in 1997. The most remeject, entittedControlling the Assault of Non-
Solicited Pornography and Marketing Actgesented in March 2003, suggests that non-rézpies
trading messages should be labelled as such (eessarily through a standard method), that they
should include instructions for opt-out and thaeythshould include the forwarder's physical
address. This project does forbid the use of deteitldress lines and of the forged headers for
such messagés

Yet, in the U.S.A. most of the states have adoptednti-spam legislation, which averagely
imposes the obligation of providirgpt-outinstructions and/or the inclusion of a valid resging
addres$ In Romania, the Law nr. 365/2002 on electronjcalading has forbidden commercial
communications through e-m3ilexception made of the case when the recipientpnadiously
expressed his consent to receiving such commuaitagart. 6, par (1) of the Law).

! http://www.spamlaws.com.

2 Only the states of Florida, Kentucky and Oregandeprived of such legislations

% According to the law, by commercial communicatihould be understood: "any form of communicatiostided to
promote, directly or indirectly, the products, sees, image, hame or designation, firm or emblertepeng to a trader
or to a member of a liberal profession; do not Garte, by themselves, commercial communications,following:

- information allowing direct access to the activif an individual or moral person, especiallyfie tases of domains'
designations or e-mail addresses;



The consent communicated through a message sexntriail would be enforced as valid if
the following conditions should be simultaneouslifified:

a) the message is forwarded from the e-mail boxrevtee forwarder (future recipient)
wishes to receive the commercial communications;

b) the subject of the message is formed by the atenation of the text: "I accept
commercial communications from ...", written in tapletters, and the name, or the denomination,
of the person on behalf of which the commercial mamications should be transmitfed

2. The cookies. Use, creation, access

The cookies are local data files, passive, encdyptel personalized, which are inserted by
the sites on a computer, through the surfing browatethe moment when they would be accessed
by the surfer. Two types of cookies do exist:

- the session cookiewhich have no lapsing date and which are autaalstierased at the
moment when the client shuts down his browser;

- the persistent cookiewhich are preserved upon the visitor's disk ahicware not erased
by the browser's shutting down.

Problems might rise about the cookies, related to:

the modalities of their creation;

- the type of information they could contain;

- the way of accessing them;

how they might be destroyed:;

- their legal status.

Cookie files are created by the browser throughctvitihe user is surfing on Internet, at the
command given by a site that was accessed by #re Tise sites which command the creation of
such files are the sites which do interact with shefer “in real time". These sites may be servers
profiled on trading, on e-mail delivery, on newslather information, etc.

The cookie files contain information with persowalue for the user which accesses the
respective site (name, first name, address, e-mddress, type and frequency of accessed
information, etc.) and/or information about theteys through which the respective site is accessed
(name of the computer, name of the domain to wthehcomputer pertains, I. P. number, type of
employed browser, name of the user who opened tinBng session, etc.). The cookies'
information might be accessed by:

- the user of the computer on which the cookie evaated;

- the site which ordered the cookie's creation;

- any site which should command the access toditmedr site. Keeping into account the fact
that the information from a cookie file is encryghtesuiting an algorithm, and with a key, both
known only by the site who had ordered the cookiggation, we are able to say that only the site
having created the cookie has, practically, acte#se cookie's information.

The legal status of cookie filesThe legal status' problem of cookie files has matters
involved:

- the legal status of their creation; and

- the legal status of the use made of their coathinformation.

Suiting the modalities through which cookies areated, there are 3 methods for obtaining
information:

1. Through a form to fill in, the user is asked atbewhich personal data would he agree to
be recorded. By inscribing the information into than's cases and by its validation, the user gives
his accept about the recording of these data. &pikg into account the usual practice of Internet

- communications made by a third side, independemh the concerned person, especially when madgeifiect
gratuity, related to an individual or moral persgoroducts, services, image, name or trade marks".

* Government's Decision nr. 1308/2002 on the approfahe Methodological Application Norms for theaw nr.
365/2002 on electronical trading; the former's Arpar. (3)



surfing, he accepts willingly the creation of tlaokie file. The user is also warned about what data
he would be obliged to fill in, in order to havecass to the respective site;

2. The information about the system which callstha respective site is automatically read
by it. Next the accessed site will, have the optmexpressed ask for consent about recording it or
not to ask for it;

3. The accessed site records information aboutythe of data accessed by the user, the
search frequency related to these data, their dmalitg (total, partial, or no use made of them),
with or without the warning of the user about gaitige such information.

The purpose of recording data through cookie fikeght be:

a) to create databases of its own, to be distribup®on the computers of users, in order to
ease the access to the respective site;

b) to make use of the respective information ineortb improve the site's contents of
information and for the purpose of advertising;

c) to make use of the respective information ineorith exchange databases with other co-
operating sites.

The sites which command the creation of cookies fiteay combine one or many methods of
obtaining information, combining them next with oae many methods of using it. If the user
should give his accept both about the categornfmirimation he would like to provide to the site
and about how the site might make use of it, themgally speaking, we would be entitled to say that
the user's personal rights and liberties are, ihdespected.

But, whenever data are picked up or used of wittloeitconsent of the user, following the
situation's general and particular contexts, as aglthe usual practice applied in such cases, the
problem would rise of determining if any of the tseights or personal liberties were (or not)
infringed. The international organisms of our domare hostile to these procedures, because they
are formed without the user knowing it, and theg a&onsidered as dishonest gathering of
information.

International organisms do recommend that usersildhbe, explicitly and previously,
informed about these programs' contents and duaradioout how they might be refused and about
the consequences of the refusal on the opporttmitisit the respective ste

Modalities of destroying cookie files Starting from the premise that the user is trephite
master of his computer's resources, so, implicafyhow its external memory should be allotted,
the fact is obvious that, if the user should desme minimal knowledge on computing systems
and operational systems, then he would be ableangt moment, to erase the cookie files,
definitively or temporarily, partially or totallyAt the moment when the cookie files of a site are
erased, the following consequences might appear:

- the access might continue to be granted, beddnesdata from the respective files were
also previously recorded into a database ownedhbyatcessed site, but then, the cookie files
destroyed by the user should be automatically eated;

- the access might be forbidden, until the momehenwthe user should fill in another
registration form; this situation occurs when tite fas neglected to create a database of its own
too, able to save data from the cookies;

- the access might continue to be granted, beddessite should keep on creating cookie
files, without asking for the user's consent.

Any browser allowing the surfing on the Interneterguipped to permit the realization, in
regard to the modality of creating cookie filesfttd chosen one among the following settings:

- not to create cookie files, at the request of ghes, without previously asking the user
about that;

- to pose the question to the user, about theuestgof creating cookie files;

- to create automatically cookie files, at thessitequest, without asking the user about that.

® L. Bochurberg|nternet et commerce électroniqued. Dalloz, Paris, 2001, p. 98.



3. The persons' protection in regard to the processg of personal data and of their free
circulation

Restriction brought to the processing of personal @a. In view of the perspective of
harmonizing the domain's legislations at the Euaoplevel and following the line of the Directive
issued by the European Union's Parliament and Gloonche persons' protection in regard to the
processing of personal data, and to their freaulgdton, the Romanian parliament has approved, on
November, 21-st 2001, the Law nr. 677, with theppge of guaranteeing and protecting the
individuals' fundamental rights and liberties, esplty the right to intimacy, to familial and pritea
life, in regard to the processing of personal Yata

Any processing of personal data should be perforo@g if the concerned person has
previously given her consent in regard to this pssing, expressed and unequivocally. The
following restrictions were imposed:

- it is forbidden to process personal data pemairio the person's origin, either racial or
ethnical, to her political, religious, philosopHiead other opinions, to her affiliation to a sycute,
as well as to her status of health or to her $exdirt. 7 par. (1)).;

- the processing of a person's numerical code attudr personal data bearing a generally
applicable function of identifying her should berfpemed only if: a) the concerned person has
given expressed her consent or b) the processexpiessed stated by a legal stipulation (art. 8);

- the processing of personal data pertaining to pbepetration of infractions by the
concerned person, to penal convictions, securityasmees or administrative or disciplinary
sanctions applied to her, may be performed onlgraynder the control of public authorities, within
the limits of the powers granted to these lettgrshie law and under the conditions established by
the special laws which govern these matters (8jt. 1

The consent of the concerned person is not requimgte following cases:

- when processing is necessary in view of execudiimgntract or pre-contract of which the
concerned person is a side, or in view of takingeactions, before concluding a contract, or pre-
contract, at the concerned person's request;

- when processing is necessary in view of protgdtire life, physical integrity or health of
the concerned person, or of whatever other persghtrne menaced;

- when processing is necessary in view of thelfuldj of some legal obligation assumed by
the operator;

- when processing is necessary in order to accemglome measures of public interest or
pertaining to exerting the prerogatives of publitharity that the operator was invested with or the
one of the third side to which data are revealed,

- when processing is required by the realizatioa té€gitimate interest of the operator or of
the third side to which data are revealed, underctindition that this interest should not prejudice
the concerned person's interest or her fundamegtdas or liberties;

- when processing does concern data that couldtaened from documents that, suiting the
law, are accessible to the public;

® By personal data (art. 3) should be understoodiafoymation concerning an identified or identifiakindividual
person, that is to say someone who might be péatigudentified directly or indirectly, by the refence made to an
identification number or to one or many items thhould be specific for the individual's identityhdl items' nature
might be: physical, physiological, psychical, ecomzal, cultural or social. By processing of perdotata should be
understood any particular operation or set of djmra performed upon someone's personal data,dhrautomatical
means or other, such as:

- collecting, - extraction;

- recording; - consultation;

- organizing; - making use of them;

- stockage; - juxtaposing or combining them;

- adapting; - blockage; - destruction;

- modifying; - erasure;

- revealing them to third sides through transmississemination or in any other way.



- when processing is made for exclusively statistipurposes, or for historical or
scientifically research, and data should remaimgmmus, for all the processing's duration.

Rights enforced The law also institutes the rights of a persamtgning to the processing
of her personal data. So, in the case when theparsiata would be obtained directly from the
concerned person, the operator should be obligepravide to the former the following
information:

a) the identity of the operator and, if necesstimy identity of its representative;

b) the purpose for which the processing of datoise;

c) supplemental information like:

- the data's recipients or at least the categoty bé recipients;

- if the supplying of all categories of data isrwt compulsory, and what would be the
consequences of the refusal of supplying them;

- the existence, for the concerned person, of thkts stipulated by the present law,
especially of the rights of access, of interventiggon her own personal data and the right of
opposition, as well as the conditions requiredefcerting these rights.

In the cases when data should not be obtainedtlgirf'om the concerned person, the
operator would be obliged, at the moment of calecthe data, or, the latest, till the moment of
their first revealing to third sides, if such a ealing should be intended, to provide to the
concerned person, at least, the following inforomatiunless the concerned person is aware of it
already:

a) the identity of the operator, and, if necessarg,dhe of its representative;

b) the purpose for which data processing should be;don

c) supplemental information, like:

- what categories of data are at stake;

- the data’s recipients or these categories;

- the existence of the rights stipulated by the pressw for the concerned person,
especially of the rights of access, of interventigpon her own data and the
opposition right, as well as the circumstances wheg could be exertédart. 12).

The access right to the djtahe intervention right upon her own dhtas well as the
opposition right® are rights of which any person does benefit.

In view of securing data confidentiality , the lastipulates (in its Chapter VIII —
Contraventions and sanction#)at the following deeds do represent contravestamd would be

penalized through:

- the operator’'s omission to notify;

- the ill-intentioned notifying;

- the illegal processing of personal data;

- the ignoring of the confidentiality obligation;

- the operator’s refusal to provide information te gurvey authority.

" The following exceptions are allowed:

- the data processing would be performed exclugif@ljournalistic, literary or artistic purposes;

- the data processing would be performed for siedilspurposes or for scientifical or historicakearch, and it should
provide indications about the employed informatources;

- in any other situations where supplying suchrimfation would be impossible or would involve a taoge effort in
comparison with the legitimate interest that migatempeached,;

- in the situations where the law expressedly sttte data's recording or revealing.

8 Any concerned person has the right to obtain fitbe operator, on her demand and for free, onceas, yee
confirmation of the fact that the data which comceer are or not processed by this latter (art. 13)

° Any concerned person has the right to obtain ftbenoperator, on her demand and for free, thedatatualizing,
rectifying, blocking or erasure, especially for thestaken or incomplete data, the data lacking @onity could also be
transformed into anonymous ones (art. 14).

% The concerned person has, at whatever momentpdegitimate and justified reasons related topverate situation,
the right to oppose herself to the processing ¢éd déhich concern her, exception is made in the gdsen contrary
legal stipulations do exist (art. 15).



4. Nominative data, used of by the employee

In recent years, the use of e-mail inside of congsmhas hugely amplified, this mean of
communication becoming unavoidable. More and mampanies place at the disposal of their
employees computers with access to Internet andomany e-mail addresses.

But with this fact, the problem arrived of how tontrol the messages leaving from the
respective e-mail boxes, or entering them. Sineeetinployers have raised the control claim over
these e-mail boxes, the employees came to invakaqgy's protection and its aspects. In order to
eliminate these quarrels, a first solution shouwgdtlat the employee should sign a form through
which his employer brings to the former’s knowledge functioning statute of the e-mail system,
as well as the monitoring modalities used over it.

The Appeal Court of the State of California ha® alecided towards this sense in the case
Bourke vs. Nissan Motor Corp. During a sample seseegarding the functioning modalities of e-
mail exchanges between a dealer and the Nissanatgmp-mails exchanged between the dealer’'s
employees and the companies were chosen at raridoento this sample session, the claimant,
employed by Nissan, got fired. The reason of thist fwas that a private e-mail was presented
through this random selection, which contained geais data concerning the sex life which did not
fit with the regulations of internal functioning tife e-mail system, which had been accepted by the
claimant through his signature, when he was hired.

In the case when the employee did not sign for eskedging a regulation for the e-mail’s
functioning and monitoring system, there are adbtreasons standing for the employer’s legal
possibility of accessing electronically informatiforwarded or received by the employees through
their professional e-mail box. Firstly the emplayeanight argue about an exaggerated use made by
their employees of the e-mail, for their own prevg@iurpose. This fact might constitute a problem,
because the intense use made of e-mail could intbeedme expensive, financially, for the
employer.

On the other hand, the unreasonable use of e-mégist prejudice the company’s public
imagé™. Secondly, the employers may prove that, for apleyee, the e-mail access is a necessity,
insofar this latter is involved in the conclusiohamntracts or establishing some relationships for
the company?. Thirdly, it might be necessary to access the eyg#’s e-mail box in order to
preserve it from informatics viruses.

Even in the case when the employer should “promisghe employee the confidentiality
respect of the latter's e-mails, the arguments gutesi beyond would still enable legally the
employer to access the information electronicablgeipted or forwarded by the subordinates
through their professional e-mail addresses. Thiefed Court of Pennsylvania has decided in this
sense, on the case Smyth vs. Pillsbury.

The defendant “had promised” to the claimant trepeet, during his employment contract,
of the e-mails’ confidentiality. Yet, the defendamas monitoring the e-mail server’s activity as
well for sending as for receiving e-mails, for thieged reason of protecting itself from damages
brought to its trading reputation.

Due to the impact of Internet and computing techegjupon all the society’s activity
domains, more and more employees demand to theogerthe access to an e-mail box. This fact
effectively leads to supplemental financial expsngar the employers. So, most of them, do
elaborate real monitoring strategies in regargtofessional emails, in order to:

- diminish expenses, by a rational use of this resgur

- avoid the deterioration of their trading image;

- prevent the employee’s infractions, possibly pegiet through electronically means.

Yet, these strategies of e-mails’ monitoring oughtespect, as it should be possible, this
correspondence’s secret.

1 For example, if the employee would transmit porapgical images.
2 For example, in the case of the employee's abséno@ght be necessary to access the messageh whigld require
urgent responses from the company.



If the employee should wish for a safer confiddityiaof his own private e-mail
correspondence, he could use the services ofaded e-mail suppliers. But, even into this case,
under the circumstances of the augmented phenomehonternational terrorism, the state’s
competent authorities might request from the e-swgpliers a partial or total monitoring of e-mail
correspondence, regarding either individuals orainpersons.

However, if an increased protection is aimed fomsone’s correspondence, specialized
programs able to encrypt the respective messamgd be used.

In Great Britain, the employers are entitled, siR6€0, to open their subordinates’ emails,
with no necessity for an authorization previouskeg by the messages’ forwarder or recipignt
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