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Abstract In order to improve the efficiency of data transfer under VxWorks, based on Combined Public Key(CPK) and encrypted
communication, this paper designs an efficient and secure Embedded Secure Transmission(EST) protocol. It can set up an end-to-end secure channel
quickly and realizes authentication and encrypted data transfer, which satisfies the demand of real-time system. It presents the design and
implementation of the protocol. The results analysis shows that the protocol is efficient and feasible.
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Random Randomx
Struct{
IdSource id_source;
IdDestiantion id_destination;
SessionNum session_num;
Compress compress;
Encryption encryption;
Random random;
ProtectedRandomx protectedrandomx;
SignID  sign_id;
}
Initialization;
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