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Plaintext Pair Sieve Methods in Impossible Differential Attack
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Abstract Based on quicksort theory, this paper presents a basic plaintext pair sieve algorithm and an improved algorithmone, and the
computational complexity of improved algorithm is O(nlogn), which is less than O(n?) of the method by checking each pairs. It analyzes the
computational complexity of plaintext pair sieve in impossible differential attacks on ARIA etc with the new algorithm, and proves that the

computational complexity is higher remarkably than that in the key solving process for the one impossible differential attack on ARIA presented in
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Quicksort(a,k,m) Quicksort(a, k,m) !

If K<Mk mthendo
{
Split(a, k, m,i) Split(a,k,m,i);
Quicksort(a, k,i—1) Quicksort(a,k,i-1) ;
Quicksort(a,i+1,m) Quicksort(a,i+1,m) ;
}
End do
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Step 3 Repeat follwings until j=ij =i
{
Repeat j <« j—1 j<j-1 until Y(a)
Wy (a) <y (x);
Do 8 < a;ai-a;
Repeat i « i+l i« i+1 until ¢ (@) = ¥ (X)
v(@)=w(x);
Doaj—aa; < &;
}
Step4 ifi =k i=k dovev+lv<«Vv+1 and return to Step
2.
Elseifi ki>k Doa—xa <« X ;
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