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Abstract: ICE (Interactive Connectivity Establishment) as a integrated solution can suit every kinds of NAT traversing.But in
symmetric NAT case,there are still some disadvantages using the TURN method with not high efficiency.An improved ICE
method is put forward based on ICE and concerning the pot prediction method,which is able to make ICE obtain more messages

of addresses and traverse through most of Symmetric NATs using the way of UDP direct transfer.It will resolve the problem and

enhance the efficiency of ICE.

Key words: Interactive Connectivity Establishment(ICE);Network Address Translation(NAT);Symmetric NAT

i BLICE(R ZXE@WES )5 EEA— Aok £, 8508 £ A NAT FAh, 12 ICE F Z4+ %t Symmetric NAT &3¢
KB TURN w48 75 X347 F AL, ™ TURN 75 X e E 4k B A R R, &4-5% 2 Fml 5 € P-STUN, xH & A ICE # €347 T it
1 L KAF E 5 0 nb 43 B A8 8 2 K304 SymmetuicNAT KA UDP B i 5 X FA, Bk T L FM, A4 5 T ICE 4+ 4 Sym-

metric NAT FAagaF
Fehi) s X B X E B T W& H bk 353 s 3R ) 25 0 bk 45 3%
DOI:10.3778/}.issn.1002-8331.2010.03.032

1 5%

NAT(Network Access Translation) B8 Hihl-4540 , & In—
ternet Engineering Task Force (IETF ) B —ANPRUE"N, NAT &H
figete 1P Mok BX ) o) ST AR HE ), EREEAEA B2 ) Inter—
net 5% H a0 2 18] B i) B Seie f vl A S )
RN, A& 1P BR A0Sk o (5 B, H IR BRI SeF 530 D R
HA Session AV, NAT HARE LIS N ) 2 6 TP
—ANINERAE D) Internet,  [R]BS 0] LABRGEE RIS ) PO 38 1P
Mtk , P A2 24 pii . PR 20 T T2 55— 7, fil
IR 1P Wil S50 & e, BT i) 2 R E S
BTz B AERA 2208 1P B TE ST 1A . FEIX LR ], MY
Tt BAEARSCLAG A HbEE B TR 3 b M R i A
HHEAE 8., X R AN R R PR HA T 18 B Y FLIDE R 2 e
hk, FFHEAME—RNGH S BT NAT il & TCP/UDP
RS SL AR LA B SR S 445, 2 SR P bt i
e [R5, AR HICEE S Jay s 47 M) bt ST 15 A AN VT 3% E
0, I 2 R R A AR B AN RE S L I SR PRI ZE b
NAT , FEAL T AN ] PR 8 Jay oA B %o S5 485 it =2 1) g o LA It A
IE RIS R D 5500 2 R A AR R s

G 1002-8331(2010)03-0109-03

SCHkbR A P Sy 284 1 TP393.02
2 ICE A0t

R TRV EERE NAT )81 b 53 TR 2 2R oR
NAT/ALG 755, MIDCOM 75, STUN J7 3, TURN J7 %584
2 HAGEE AT 7770 ICE(Interactive Connectivity Establishment )
R NGERGFHT R, AP L, ERTE Z X STUN .,
TURN 5, RSIP #E74" JEA T 1 H 7% NAT. ICE 2i@idZe
HiZz M EHEEIUR L, 2 e A SO T TAE, PR
Boph et B AT ] — R S A0 A i . TSR T I
FAUITAL I 2R IR, R S8R 7 S B (e 5 1)
— PP LR SERE 7 0T NAT B kS5 EAT 500, oA A @ v Y
e, BERSTEARA LRI TF I35 T A2,

STUN Pl Hr) NAT #4177 4325, FoHt Symmetric NAT %}
R EHLABR R4S, B2 — A0 Session 3 ECHTN
S I, XA T3 STUN &R 345 1%, — EL R4
TEAERTFR NAT, ICE J7 24452 TAETE TURN Hak i3, ABAZE
i NAT W& Bt 5 ZEIR 55 28 e v | D IR ARG, X HLAE
ICE 25 7 22 v i\ — Tl 11 5000 SR %, 3 e 345 gl L2 kb
Symmetric NAT SIHTHY Session 4B i I AT, SR
W2 L B L5 0T LA FE T A i 11 AT Sl , AN A

PEBTAr  XHNE(1961-) , 35, 28, iR S, TEERESE U CIMS, IIZEAE L4 s SR (1983 ), 55 -5 A , BP0 STUsA 23

WA H 191:2008-08-05 &0l 1 19]:2008-11-03



110 2010,46(3)

Computer Engineering and Applications THENL TR 5 A

TURN J7 XA Rt , AR S A2 ORAIE— 2 B0 T R 2R i 412
UM KRR G SR 1 ICE SR ZREER

3 ICE %ilkJi R
3.1 RS

ICE J7 25N 1 7R, 1ICE BREG #2090, stttk
202.120.58.178, HJ& 1" STUN R55%%, TURN AR 45 2R i ik
S5 e 0TI RE , PR 55 48 R 52 BT & P s bk A5 EL
ZEH., ICE RS %%JZ@TF‘ZW% socket BEFETF, S5 78 WA 11
PEAFUEWT , Ay 1 TSR LA B A0 i L1 B o

ICE I 55#7(202.120.58.178 )

E{EFHL A <
(172.22.2.9)

WEFENL B
(192.168.101.6)

@ (210.80.43.104) (222.191.255.68) @
- ‘H@
@ FHFR NAT @

SR NAT
El 1 ICE 251

ICE & ST ALTF NAT Z SRR, &/ iim A A
Hihik A 172.22.2.9, A ) NAT Hihl% 210.80.43.104, & /13 B
ZRHHHE A 192.168.101.6, NAT Hichl-4 222.191.255.68.
3.2 mimsEEN gl

FET T 7 70 NAT ZEH4E AR P-STUNBT 22, A2 5%
STUN $i R X} Symmetric NAT ZE#AY ELFE IR B A0, EFIH
Symmetric NAT ¥ i 1 4 B B, 65 NAT 237 093 Session
Sy B ARHT L EAFH0 , % Symmetric NAT #4725

P-STUN J7 & v 1 F0 G i) 6 A SRR 2 < BT 2 1K
%1% STUN iR, #5450 A0 T4 8., AR 4 Tt 45 8. 7o) s
FESATE BRI O . A TIREIXANH B, DA
NAT B3 A ELARNE ,  AFE ZE ] AR 1P bR 1 %&3%
STUN 33K . BrLL, 73 I Fille ICE iR 55 e85 B R s &
P SRAMER STUN 33K .

Uity P R0 T

(1)@ ENS 1 ICE Server AN W] UDP 3 [ % 3%
STUN &R , AR 21 P 2 i) 8731 S8, 28 P T LA 30 43 B i)
ANERAhE Address FHFRR B ECARBIAY5R 15 2 Py T P

(2 )AR 408 PR VR 15 53 B B 33 1) 5 Py P 1T Symmetric
NAT [ O 4B falEE AP:

AP=P, P

(3) AR AP T 52 B f 7 422 e B 43 1 2 ) o
P,

P =P, +AP
3.3 ICE 3kt
331 Hehbgc:

ST ICE IR S5 el EA UL AL S . T E
LB HE S AL G AR M AE S ik ( Local Transport Address ),
NAT MGtk , P-STUN Tl , TURN 3 ElH s dbtont . 2
SR, EMERMIER S, il AL | ICE 15 TR
B, X ELION St LT A , Bl A T 3 ey =4 4E A
M2 ICE B ZFPERE. Hoh T @ 0 (5, ICE Lﬁ%ﬁ‘z

/DR Pk (TURN 50 SRARIE SRR )y , — ELE @ AL

Y

”a

Ji AL F Symmetric NAT 2 )5, FH g, wtal s -
TURN H#500 75 2 T2
FEHL A FEFE AP A0S 2 05, TR Sk
AHLIZI R E AT 0 1P #ichl 172.22.2.9:2020, b T fEF)
U BV, A 154585 TURN RS ) ICE RS54
SrECHY TURN Sl >4 8801, 2Rt ICE Server B 4589 i1l
A ELE NAT F Atk 210.80.43.104:3344; 18 5d 4590
Ui AR ) B A LS ik 210.80.43.104:3348, X AE i i T 5
B A BEYLAT LT NAT F IR AHTH Session 43 B i 3 11
3352; iR AT RN 2 PR,
172.22.2.9

210.80.43.104 202.120.58.178

HFIEHA ALINAT ICEfR%- 38
URNZF ] N
Sre=172.22.2.9:2020 ;
Dst=202.120.58.178:6655 | | TURNE ] >
Src=210.80.43.104:3340
Dst=202.120.58.178:6655
TURNE &
Src=202.120.58.178:6655
=TT ITZBJRNI iz | Dst=210.80.43.104:3340
e T Ret=202.120.58.178:3801
Ret=202120.58178:3801
STUNZF i1 )
Src=172.22.2.9:2020 - ;
Dst=202.120.58.178:4589 L] ST 4%?&%331 >
Dst=202.120.58.178:4589 L
< STUN[E| &
Src=202 120.58.178:4589
T 1201 U58N11E78§4589 [ Dst=210.80.43.104:3344
C=. = -
] 5a%5e% Ret=210.8043.104:3344
o3 108643 103344
NEF 2 )
Sre=172.22.2.9:2020 ;
Dst=202.120.58 178:4590 L] E— 4351;5141*_13%';72 >
Dst=202.120.58.178:4590
STUN[E[ &
Sre202.170.58.175:4590
STUNELE [ | sepreiasears
Sre207 120,58 1784550 ARG FERTAEECH
Dst=172227.9
Rel21680 43 1043345

P2 EHLA MR R

FAL B SIS S A AL, U7 B HEEE 2
% 10

# 1 HuhHR R
A BHihEE R B 3tk {5 8
1P Hihil: it TP Hihik: bty 1
AL 1722229 2020 192.168.2.6 34988
WS 210.80.43.104 3344 222.191.255.68 21873
F  210.80.43.104 3352 222.191.255.68 21879
TURN  202.120.58.178 8801 202.120.58.178 8802

332 I PERS A TR Jy

TEHRICEE 2 I 18 5 07 iR AR 1Y 45 Al il % T o
I ATA MRS . X Ee k{5 B AL SE g A s >
NAT B SHthE>P-STUN Fiillisht>TURN Hgétint

WAE T A, B RU7 RIS 7 bk e R ik i) % 7 &
PP LT E B MG, S s R e e —
T BEA TS . 6P T NAT Bl kb RG2S T i
B, N IRELEMRERAL, A KL Em AR B RES T
NAT FTIHAGVE L, B KA o] LA E 1o ax BLLL B A, %8
PR A 3 FiR.

X L AR A SRR ERAIE , SR TR A s 11 IE A,
MPRTEFELHEAT TURN S80E, 20 SRS 1 7000 7 2240, s
TURN Hhb S e 20 i
333 ik

ST A RE 2 S5 R TT DL B R 09 R A0 stk A e 11 32
(ST, XA EER SRR R RS UDP 2035, Mokt LIS
HAh{d H UDP BB BB, Een SIP. %R H By — A4



XIJEHE, JE B3 ICE 5 B Symmetric NAT AR By 2 3

2010,46(3) 111

1722229 210.80.43.104 222.191.255.68 192.168.101.6
AR EHA | [ ARINAT | BEUNAT #M EHB
. IFARIAHLMIE
A [45:=157 168,101 5,34988
Dst=172.222.9:2020
IOUENATRU HihE
Sre=192.168.101 6:34988
ENATHS Mk Dst=210.80.43.104:3344
NP - -
1c=222 101255 6821882 S
Dst210.80.43.104:3344 | BAEFHbE
Sre=192.168.101 6:34988
IO A Dst=210.80.43.104:3352
Sre=222191.255.68:2187
IOAFF M Dst=210.80.43.104:3352
Stc=222.101 255 68:2187"
Dst=17222.3.9:2020
IOAT T Mk 0
Tc=172.22.2.9:2020 ’é
Dst=222.191 255682187 Ty
Re227 101733 6821870 | WEFIMELERE Y
1c=210 80 43 1043357
REBNIRSIN | onnssns
1c=210.80 431043352
Dst=192.168.101.6:34988
Ret=222.19125568:2187

B3 3Bl B ek uE ¥
THE I, ) 3 £ R ] LU H L T e SR T
YIRS T .

4 BRUEES Y b

TE TGS R P 2 HoAth o7 F AR [ RHZ AT 0 5200, Symmet—
ric NAT A E[HE7E ICE TAE R 45 Hifth Session 3BT ICE
HihEAR S SRR R T A 1, TGS ERI I A e, et
ICE J7 S5 ZR A0 31 i 5 BT P-STUN it [ F9 00 5507 ot )
B 2R TEAR TR AOTE UL T, oy, 50 IR, 3Rl s i 1
BT T 48 K, JKINER K 96% . LBtk ARG G Y
77 0] DI RCHER 5 ICE J5 22 PERE L O3S Y ICE 5 22K
T FERHECEE SRR R A RAE R LU T
ST ELETT AEREAE , T TURN g7 Aok, 1%

HEREA TARKSR R, B R PR 55 28 12k

TIANTTEE A A T BRI S 0 B R L AL T
XF Symmetric NAT WZEFIAM5) o FEH D BRIA NAT Hdi i —
JERYIEEE AP SRATBCHR 5, i SEhRiE ol s, NAT Hu] AR R
HIGHE M AR A E R A B 115 X FERT S IR 5
BLAYSR I S AEFERIE R R . TEXFMES T, Bl AT 0T R
I, Z I LITE P-STUN i X 43 X Rl , — 7 &K ol
H A4 R 2% Symmetric NAT 3 H #5435 08— € 19 [i6] %€ [6) BE
SR T 143G 5 55— D7 T A T A R 3 e R
i,

5 Hifin

TEIRA ICE Jr 2 BEat I, 455 0 JE 771 P-STUN X
ICE SR 7 ZEbAT 1 ot ZE A I 38 N ICE 7 R 2
B T, AR E TET Symmetric NAT A ZE0RR , AT
T ICE iR PERE.

7% 3Cik :

[1] Athans M.Command and control theory:A challenge M to control

science[J|.IEEE Trans on AC,1987,32(4):286-293.

Rosenberg J.Interactive Connectivity Establishment(ICE):A method—

ology for Network Address Translator(NAT) traversal for the Sed—

dion Initiation Protocol (SIP)[S].2003-07.

[3] Rosenberg J, Weinberger J,Huitema C.RFC 3489 STUN —Simple
Traversal of User Datagram Protocol(UDP) Through Network Ad-
dress Translators(NATs )[S].2003-03.

[4] Rosenberg J,Huitema C,Mahy M.Traversal Using Relay NAT
(TURN)[Z].2003.

[5] FEik3, B, sk R, 55 —FPE T Symmetric NAT ZFE%
FEUR T 2L L TR , 2005, 31(11):122-123.

[2

—

(F#£104 10)

R 1 FEZ A RANSCHRES SR 42 SCH) DRDM B d A4S
HHNEE A PPD WIHLES , 3 BRK/INA A 15x15. MERESEE R IR
ISR BRSO R B Mink Wull LUMHY) SEIG 4%
S DUFET Min WulPH) 2 SUEE SR R SCHERY) Yang ™1 XTI
Sty ok AR SE AN AR FAERH T %R R L R

B i CE STk A S bR
AR WUP UM Yang® XTI

d 0.106 0944 0182 0316  0.85
APPD 0.275 0390 0.730 0.440  0.46

4

b

it

255 DU T B A AR a3 5 T B P E N . DRDM ¥, $2
T — TS DU 2 A R SCA K BN IR A AL
R T DUF LA B L, BERE 1 AT S B PR B bRt
B e 2 i R PR ERLHORIR N K ED , SEBL T BRI 5 N
ZNIE  IZ AR H AP RS P E——DRDM N 518 R
S 5 S HOHL LTS T RSB R R B T DR 2
PR S 23 DB 7 v B MURR O e ] sl (R A
Bz EN ARk 7, SEBUBTTEN L ED A B SCARNIE K
B 3 RIEALGRAP BT B AN E ST , A LUG WE ISR J7 18]

%7 3k :

[1] Awan I,Gilani S A M,Shah S A.Utilization of maximum data hid-
ing capacity in object—based text document authentication|CJ/IEEE
Proc ITH-MSP, 2006.

[2] Wu M, Liu B.Data hiding in binary images for authentication and
annotation[J].IEEE Trans Multimedia,2004,6(4):528-538.

[3] L Haiping,W Jian,Kot A C,et al.An objective distortion measure
for binary document images based on human visual perception[C]/
16th International Conference on Pattern Recognition,2002,4:293-
242.

[4] Lu H,Kot A C,Cheng J.Secure data hiding in binary document

images for authentication[J].Proc ISCAS’ 04,2004, 3:806-809.

SR, AP, SN S B RIS e SR ).

LR, 2005(5) : 14-20.

[6] Yang Huijuan,Kot A C.Pattern-based data hiding for binary image

[5

[}

authentication by connectivity—preserving[C)//Proc IEEE Transactions
on Multimedia,2007,9(3):475-485.

[7] Yang Huijuan,Kot A C.Data hiding for binary images authentica—
tion by considering a larger neighborhood[C]//IEEE International
Symposium on Circuits and Systems,27-30 May 2007:1269-1272.

[8] XI Yan -hua,ZHANG Min —rui.Fragile Watermarking Based on
Smoothness for Document Image[C]//Proc IEEE 1-4244-1035-5/
07,2007:249-252.



