F3E F2H it Ml I & 2010 1R
\ol.36 No.2 Computer Engineering January 2010
s REFKAK - XEHS: 1000—3428(2010)02—0130—02  CARARIREG: A FEHHES, TP3938
1,2 1 2,3
(. 274015 2. 541004
3. 100083)

Detection Model for Buffer Overflow Based on Executable File
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Abstract This paper describes the basic principles of buffer overflow and the current detection technology, and presents a detection model for

buffer overflow vulnerability on binary executable file. The model uses static and dynamic detection technologies, and analyzes artificially the result

in stain-tracking way. It gives specific reality for the detection model for buffer overflow in plug-in technology. Experimental results show

effectiveness of the defection model.
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void IDA_staticdetect_run (int arg){
find_usu_func(); I
find_unflod_func(); //
judge_func_vuler(); 1/

}

1) [ebp+var_xx] [esp+var_xx]

2) [ebp+arg_xx]

3) [offset xxxx]

IDA

void IDA_dynamicdetect_run(int arg){
while(!feof(fp)){

set_breakpoint();
run_to_breakbefore(); //
get_breakbefore_infor();
run_breakpoint(); //
get_breakafter_infor();
compare_infor(); //

3}
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