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Trust-oriented Single Sign-On in Open Network Environment

WAN Can-jun, LI Chang-yun
(School of Computer and Communication, Hunan University of Technology, Zhuzhou 412008)

[Abstract] In open network environment, the traditional Single Sign-On(SSO) is easy to lead to single point failure and difficult to solve the
problems of cross-domain authentication. To resolve the above-mentioned problems, by considering the identity trust mechanism and the behavior
trust mechanism, a trust-oriented Peer-to-Peer Single Sign-On system architecture is proposed. A Single Sign-On trust model based on subjective
logic is built, the formal description of trust is given in this model, and the trust evaluation mechanism is established. This model is applied in the
cross-domain authentication, and the results show that the model is feasible.
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