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Complex Network Based SMS Filtering Algorithm
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Abstract
of spam messages are diverse, the ordinary filtering methods based on keyword matching and sending speed can not

It is very important to recognize and filter the spam short messages (SMS). As the contents and formats

tackle this problem effectively. This paper first presents a formalized representation of the SMS network. On the basis
of real short message samples, the social characteristics of the SMS network are analyzed and studied. Further analysis
and statistical work are carried out to discover the un-normal patterns of spam senders in SMS network. An N-degree
association spam filter algorithm (NASFA) based on the un-normal patterns of spam senders is presented. Experiments
and analysis show that the algorithm can efficiently recognize spam senders, and the wrong recognition rate is reduced

significantly.
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Table 1 Statistical characteristics of SMS network
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