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1 qn_P�+U (Message Authentication Code �!+ MAC) !�C�+,7�'dHv:r8
,7�'d!bP�|Hv[��sy�>xd1,7F4&{�8j
3?AR�(H$U2%��o!NA�LH$U[!���bPH�'d�E�C�;s
;�!-
�vm$�|HbD<oH���5fs�v:
℄avd1,7F4&{Y�8j
_P�+U5av:C$v_H�o
℄!�<b-
 (� Alice� Bob)sYvmZ� k. � Alice s\ Bob [._P��7"�1h_PH MAC, MAC HC_P M �Z� k Hvm�,/� MAC=hk(M), ��" M Æ MAC vq[o Bob. ��X>HZ�� Bob W$CH M .
X>H�1!ECMAC. "$CH MAC Æ�1ECH MAC 2
�(��|Z#XI� >kU� (1) )$#}b_PF�qj}Æ
(2) )$#}bCC�+H[.#
"F������ZUm!3ahCF�,mHvm[!
\
Denes�Keedwell[1](�J:QKH�d�u�_P�+U�Dawson � Donovan[2] W$m�+UR?H�|d2
KeM
Meyer[3] u�Kv:��d�$VE.�OH_P�+U
�J":Q��`&�d�H_P�+U�!:QKu�`&�d�H9�m�u�
℄
�J��CH~Q�,H�xd6>'� [4–6]; d�H�xd6>'� [7, 8].Mp 1.1 ~Q�, h !Df4�� D CDf4�� R H���8�SLd6�

(1) p4�Df4 x ∈ D �z)� h(x) ∈ R wQ)Æ
(2) 	y�1�\~Q�, h '� x, 	y�1 h(x);

(3) >\d����W5��T0QH y ∈ R, >x"C x ∈ D, � h(x) = y ��1�!?`HÆ
(4) Æ;l>�w, x, " x

′

6= x, � h(x) = h(x′) ��1�!?`HÆ
(5) v;l>�"��Jm$>H'� x, x′, � h(x) = h(x′) ��1�!?`H
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878 ~ � * j j � 319Mp 1.2 _P�+U!vm=Z�H~Q�, hk, o8 k !Z��w�xS;M�
1) oQZ� k, hk(x) 	y�1
 hk(x) +C_P x H�+��

2) oQ m m'�'2 (xi, hk(xi)), i ∈ [1, m], ∀x′ 6∈ {x1, x2, . . . , xm}, �$,DZ� k ���1 hk(x′) !?`H
Mp 1.3 (Q, ◦) !vmy��
 ∀ a, b ∈ Q, 
. x ◦ a = b � a ◦ y = b � Q ��Bv/� + (Q, ◦) !vmd�
�� Q H�, |Q| +Cd� (Q, ◦) H+,
vm n +BP
!vm� n m�0u,H n×n6&�Xm�0�6&HXv
�XvL8s�2Uv6
vmd�H-℄�5!vmBP
�`-�vmBP
>Q{vmd�
5xd�ÆBP
!X	I H
Mp 1.4 vm n +BP
Hvm,8!G�hBP
H$>
$>LH n mG4�w5 n mG4H�0JJ	|
Mp 1.5 +d� (Q, ◦) C`&�H��| ∀ a, b ∈ Q, a 6= b, � a ◦ b 6= b ◦ a. Æ`&�d�I HBP
+C`W+BP



2 UsNXS`bKlidw^�-0���`&�d�H�+UR?
� (Q, ◦)Cvm`&�d��_PM = m1m2 · · ·ms+1,o8mi ∈ Q (i = 1, 2, · · · , s+

1). TW M H�S3F�
{

u1 = m1 ◦ m2,

ui = ui−1 ◦ mi+1, i = 2, 3, · · · , s,ECDf4 u1u2 · · ·us. �M m′

1 = us, m′

2 = us−1, · · ·, m′

s = u1 ECDf4 M ′ =

m′

1m
′

2 · · ·m
′

s. 	y:2��| m = m1m2 · · ·ms HL i G mi �8jC xi (6= mi),  ui,

ui+1, · · ·, us "|&j���5=C m′

1, m′

2, · · ·, m′

s−i+1 H|&j�
� s = t · ℓ � M ′ = m′

1m
′

2 · · ·m
′

tℓ, o8 m′

i ∈ Q, i = 1, 2, · · · , tℓ. �s�� M ′ H�\2
�/�o)SC tH�,
"M ′ 
eC)! t H ℓmT�M ′ = M ′

1 ‖ M ′

2 ‖ · · · ‖ M ′

ℓ,o8 M ′

i+1 = m′

it+1m
′

it+2 · · ·m
′

it+t, i = 0, 1, · · · , ℓ − 1.� K = k1k2 · · ·k(t−1)ℓ !�vmE3�iL�,r [9] (�H)C (t − 1)ℓ Z25Z�iL
"Z�iL K 
eC ℓ m) t − 1 HT� K = K1 ‖ K2 ‖ · · · ‖ Kℓ, o8
Ki+1 = ki(t−1)+1ki(t−1)+2 · · · ki(t−1)+t−1, i = 0, 1, · · · , ℓ − 1. ��2
xS�1�

{

xi1 = m′

it+1 ⊗kit+1
m′

it+2,

xij = xi(j−1) ⊗kit+j
m′

it+j+1, j = 2, 3, · · · , t − 1, i = 0, 1, · · · , ℓ − 1o8
x ⊗kr

y =

{

y ◦ x, � kr = 1,

x ◦ y, � kr = 0.M hi+1(M
′

i+1) = xi(t−1) (i = 0, 1, · · · , ℓ − 1) HC M ′

i+1 H�+���!"
HK(M) =hK1

(M ′

1) ‖ hK2
(M ′

2) ‖ · · · ‖ hKℓ
(M ′

ℓ)

=x0(t−1) ‖ x1(t−1) ‖ · · · ‖ x(ℓ−1)(t−1)HC M H�+��
h�+UR?HZ�!(�Z25Z�iL K HE3�iL�,rH0�Z� K0.



5n GDu�h�x��
^$
b~F℄N�)S 879��\H:Q>x:2�_P M H��vG�8j�R2�sA3 us, � m′

1 H���7YA3 Hk(M) H|&j� (n�`�).℄ M Q = {0, 1, 2, · · · , 7}, `&�d� (Q, ◦) HZ��1 “◦” Q{�S�5��
◦ 0 1 2 3 4 5 6 7
0 2 7 1 3 6 0 5 4
1 4 1 7 6 3 5 0 2
2 0 6 3 1 7 2 4 5
3 6 0 5 4 2 7 1 3
4 1 4 2 0 5 3 6 7
5 7 2 4 5 0 6 3 1
6 3 5 0 2 4 1 7 6
7 5 3 6 7 1 4 2 0�Q_P M = 146277145303274726124, 

u1 = 1 ◦ 4 = 3, u2 = 3 ◦ 6 = 1, u3 = 1 ◦ 2 = 7, · · · , u20 = 1 ◦ 4 = 3,

M ′ = u20 · · ·u3u2u1 = 31035331530265440713.M t = 5, ℓ = 4,  
M ′ = 31035 ‖ 33153 ‖ 02654 ‖ 40713.�Z�iL K = 1001 ‖ 0101 ‖ 0101 ‖ 0001,  

x01 = 3 ⊗1 1 = 1 ◦ 3 = 6,

x02 = 6 ⊗0 0 = 6 ◦ 0 = 3,

x03 = 3 ⊗0 3 = 3 ◦ 3 = 4,

x04 = 4 ⊗1 5 = 5 ◦ 4 = 0.>rH
℄>1E x14 = 3, x24 = 6, x34 = 1. 5x_PM H�+�� H(M) = 0361.

3 NXS`bKQu�t\0�H��`&�d�H_P�+U (MAC) 8�2�d� (Q, ◦) $fs�Z�?CK}�_P�+U (MAC) H�|d��gu�+,(<Hd��wG�d�W�HBP
<W'W�H�0	$X>
r\ 3.1 � n ≥ 5 Cp,w 3 6 |n ��9� n +`&�d�whd�� n m,8�o8-v�<W'W�
� � n = 5 ��9� 5 +`&�d� (Q, ∗) whd�� 5 m,8�o8-v�<W'W�
�S��
∗ 0 1 2 3 4
0 0 2 4 1 3
1 4 1 3 0 2
2 3 0 2 4 1
3 2 4 1 3 0
4 1 3 0 2 4



880 ~ � * j j � 319� n = 7 ��9� 7 +`&�d� (Q, ∗) whd�� 7 m,8�o8-v�<W'W�
�S��
∗ 0 1 2 3 4 5 6
0 0 2 4 6 1 3 5
1 4 6 1 3 5 0 2
2 1 3 5 0 2 4 6
3 5 0 2 4 6 1 3
4 2 4 6 1 3 5 0
5 6 1 3 5 0 2 4
6 3 5 0 2 4 6 1� n ≥ 9 Cp,w 3 6 | n ��<N�
D� (Zn, +, ·). z p = ⌊log2 n⌋ ≥ 3,  

2p < n < 2p+1. z k = 2r, ℓ = 2r+1(1 ≤ r ≤ p − 2),  k, ℓ, k − ℓ, k + ℓ ∈ Zn w6YRÆ
n 	0
� Zn �Q{Z��1� ∗ ��S� x ∗ y ≡ k · x + ℓ · y (mod n), ∀x, y ∈ Zn.%T+℄ (Zn, ∗) !d�
<N (Zn, ∗) L x0 
H�0
� x0 ∗ y ≡ k ·x0 + ℓ · y (mod

n), x0, y ∈ Zn >,L x0 
�0	$X>

$��� (Zn, ∗) �G4 (x0, s) � (x0, t)�H�0X>�o8 s, t ∈ Zn, s 6= t. � x0 ∗ s ≡ k · x0 + s · ℓ (mod n), x0 ∗ t ≡ k ·x0 + t · ℓ

(mod n) � x0 ∗ s ≡ x0 ∗ t (mod n), >E (s− t) · ℓ ≡ 0 (mod n). 	 ℓ >e�5x s = t, WX
>F>+ (Zn, ∗) XvLH�0t	$X>
5x (Zn, ∗) !d�
o6+℄d� (Zn, ∗) !`&�H
� ∀x, y ∈ Zn, x 6= y, �� x ∗ y 6≡ y ∗ x (mod

n). 
$��� x ∗ y ≡ k · x + ℓ · y (mod n), y ∗ x ≡ k · y + ℓ · x (mod n) � x ∗ y 6≡ y ∗ x

(mod n), >E (k − ℓ) · (x − y) ≡ 0 (mod n). 	 k − ℓ >e�5x x = y, WX
G�+℄d� (Zn, ∗)� nm,8
<N-℄�8 nmG4 (0, x), (1, x+1), (2, x+2),

· · ·, (n − 1, x + n − 1), o8 x ∈ Zn, �℄ “+” C mod n �℄

$ n mG4�H�02U;g��d� (Zn, ∗) �G4 (s, x + s) � (t, x + t) �H�0X>�o8 s, t ∈ Zn,

s 6= t. � s ∗ (x + s) ≡ k · s + ℓ · (x + s) (mod n), t ∗ (x + t) ≡ k · t + ℓ · (x + t) (mod n) �
s∗ (x+s) ≡ t∗ (x+ t) (mod n), >E (k+ ℓ) · (s− t) ≡ 0 (mod n). 	 k+ ℓ>e�5x s = t,WX
5xG4�� Tx ={(x, y), (x + 1, y + 1), (x + 2, y + 2), · · ·, (x + n − 1, y + n − 1)}u,d� (Zn, ∗) Hvm,8
 xz 0, 1, · · ·, n− 1 >E (Zn, ∗) H n m,8
o8 T0 �<W'W�
r\ 3.2 � n ≥ 9 Cp,w 3 | n ��9� n +<W'W��0	$X>H`&�d�
� $�� 3 6 | n− 4, w n− 4 ≥ 5. �}F 3.1,�9� n− 4 +`&�d� (Zn−4, ·)whd�� n− 4 m,8�o8-v�<W'W�
KY<NH�d� (Zn−4, ·) u� n+d� (Q, ◦), o8 Q = Zn−4 ∪ {∞1,∞2,∞3,∞4}. zd� (Zn−4, ·) 8H 4 m,8 T1,

T2, T3, T4, w5 4 m,8$�d� (Zn−4, ·) H<W'W�
��� Q �Q{Z��1� ◦ ��S�
(1) ∀ (x, y) ∈ Ti, Q{ x ◦∞i = ∞i ◦ y = x · y, x ◦ y = ∞i; i = 1, 2, · · · , 4.

(2)∀ x, y ∈ Zn−4, (x, y) 6∈ Tk, 1 ≤ k ≤ 4, Q{ x ◦ y = x · y, 0 ≤ x, y ≤ n − 5.

(3) ∀x, y ∈ {∞1,∞2,∞3,∞4}, o�1>p7}F 3.4 8H 4 +d�CQ{
	yq+d� (Q, ◦) C<W'W��0	$X>H`&�d�




5n GDu�h�x��
^$
b~F℄N�)S 881Mp 1.6 � A, B e�C�� X � X ′ �H m +� n +BP
��
A × B =







c(1, 1) c(1, 2) · · · c(1, n)
c(2, 1) c(2, 2) · · · c(2, n)
· · · · · · · · ·

c(n, 1) c(n, 2) · · · c(n, n)






,o8 c(x, y) =

(

(ai,j , bx,y)
)

m×m
(1 ≤ x, y ≤ n). + mn +BP
 A × B C�� X × X ′�HBP
 A ÆBP
 B H�g�BP

r\ 3.3 
 A � B e�! m +� n +`W+BP
� A × B ! mn +H`W+BP

� �Q{ 1.6 ,� A × B ! mn +HBP

S\+℄ A × B !`W+BP

%T�BP
 A H`W+d>, c(x, x) H`W+d
o6<N c(x, y) � c(y, x) 8W+G4�H�0�o8 x 6= y. c(x, y) 8G4

(i, j) �H�0C (aij , bxy), c(y, x) 8G4 (j, i) �HC (aji, byx). � B H`W+d>,
(aij , bxy) 6= (aji, byx). 5x A × B ! mn +H`W+BP

+�
r\ 3.4 � n ≥ 4 C0,[��9� n+<W'W��0	$X>H`&�d�
� � n ≥ 4 C0,[��<N�V� (Fn, +, ·). M Fn = {a0 = 0, a1, a2, . . . , an−1}.z ak, aℓ ∈ F ∗

n = Fn \ {0}, �E ak 6= aℓ, ak 6= −aℓ.� Fn �Q{Z��1� ∗ ��S� ax ∗ ay = akax + aℓay, ∀ ax, ay ∈ Fn.%T+℄ (Fn, ∗)!d�
<N (Fn, ∗)L x0 
H�0
� ax0
∗ay = akax0

+aℓay, ax0
,

ay ∈ Fn >,L x0 
�0	$X>

$��� (Fn, ∗)�G4 (ax0
, as)� (ax0

, at) �H�0X>�o8 as, at ∈ Fn, as 6= at. � ax0
∗ as = akax0

+ aℓas, ax0
∗ at = akax0

+ aℓat� ax0
∗ as = ax0

∗ at, >E (as − at)aℓ = 0. 	 aℓ >e�5x as = at, WX
>F>+
(Fn, ∗) XvLH�0t	$X>
5x (Fn, ∗) !d�
o6+℄d� (Fn, ∗) !`&�H�� ∀ ax, ay ∈ Fn, ax 6= ay, ax ∗ ay 6= ay ∗ ax.
$��� ax ∗ ay = akax + aℓay, ay ∗ ax = akay + aℓax � ax ∗ ay = ay ∗ ax, >E
(ak − aℓ)(ax − ay) = 0. 	 ak − aℓ 6= 0, 5x ax = ay, WX
5xd� (Fn, ∗) C`&�H
S\+℄d� (Fn, ∗) <W'W�H�0	$X>
� ax ∗ ax = (ak + aℓ)ax, >,<W'W�H�0�$X>

$���d� (Fn, ∗) �G4 (as, as) � (at, at) �H�0X>�o8 as, at ∈ Fn, as 6= at. � as ∗ as = as(ak + aℓ), at ∗ at = at(ak + aℓ) �
as ∗ as = at ∗ at, >E (ak + aℓ)(as − at) = 0. 	 ak + aℓ 6= 0, 5x as = at, WX
+�
r\ 3.5 � n ≥ 4 Cj,w 4 | n ��9� n +<W'W��0	$X>H`&�d�
� $�>� n = 2tm, o8 m Cp,� t ≥ 2.� m = 1 ���}F 3.4 ,�9� 2t +<W'W��0	$X>H`&�d�
� m = 3 ��n = 2t · 3,  p, n− 1 ≥ 11w 3 6 |n− 1. �}F 3.1,�9� n− 1+`&�d� (Zn−1, ·) whd�� n− 1 m,8�o8-v�<W'W�
KY<NH�d� (Zn−1, ·) u� n +d� (Q, ◦), o8 Q = Zn−1 ∪ {∞}. zd� (Zn−1, ·) Hvm,8
T , wh,8$�d� (Zn−1, ·) H<W'W�
��� Q �Q{Z��1� ◦ ��S�

(1) WXm (x, y) ∈ T , Q{ x ◦∞ = ∞◦ y = x · y, x ◦ y = ∞.

(2) ∀x, y ∈ Zn−1, (x, y) 6∈ T , Q{ x ◦ y = x · y, 0 ≤ x, y ≤ n − 2.

(3) ∞◦∞ = ∞.	yq+d� (Q, ◦) C<W'W��0	$X>H`&�d�




882 ~ � * j j � 319� m ≥ 5 ����d�H-℄�CBP
��}F 3.1 �}F 3.2 ,�9� m +<W'W��0	$X>H`W+BP
 L(m). �}F 3.4 ,�9� 2t +H<W'W��0	$X>H`W+BP
 L(2t). �}F 3.3 ,� L(2t) × L(m) ! n = 2tm +H`W+BP

�BP
 L(2t) × L(m) W�Hd�C (Q, ◦),  d� (Q, ◦) C`&�H
G�+℄d� (Q, ◦) <W'W�H�0	$X>
�BP
 L(2t) H<W'W�H�0C a1, a2, · · ·, a2t , o8 ax 6= ay, 1 ≤ x, y ≤ 2t; BP
 L(m) H<W'W�H�0C b1, b2, · · ·, bm, o8 bx 6= by, 1 ≤ x, y ≤ m; 5xBP
 L(2t)×L(m) H<W'W�H�0C (ax, b1), (ax, b2), · · ·, (ax, bm), x ∈ [1, 2t]. 	yq+ L(2t) × L(m) H<W'W��0	$X>�5x L(2t)×L(m) C<W'W��0	$X>H`W+BP
�7Yd�
(Q, ◦) C<W'W��0	$X>H`&�d�
+�
r\ 3.6 � n ≥ 6 Cj,� 4 6 |n w 3 6 | n − 1 ��9� n +<W'W��0	$X>H`&�d�
� $� n − 1 ≥ 5, �}F 3.1 ,�9� n − 1 +`&�d� (Zn−1, ·) whd��
n−1 m,8�o8-v�<W'W�
KY<NH�d� (Zn−1, ·) u� n+d� (Q, ◦),o8 Q = Zn−1 ∪ {∞}. zd� (Zn−1, ·) Hvm,8 T , wh,8$�d� (Zn−1, ·) H<W'W�
��� Q �Q{Z��1� ◦ ��S�

(1) WXm (x, y) ∈ T , Q{ x ◦∞ = ∞◦ y = x · y, x ◦ y = ∞.

(2) ∀x, y ∈ Zn−1, (x, y) 6∈ T , Q{ x ◦ y = x · y, 0 ≤ x, y ≤ n − 2.
(3) ∞◦∞ = ∞.	yq+d� (Q, ◦) C<W'W��0	$X>H`&�d�
r\ 3.7 � n ≥ 10 Cj,� 4 6 |n w 3 | n − 1 ��9� n +<W'W��0	$X>H`&�d�
� n = 10 ��9� 10 +<W'W��0	$X>H`&�d� (Q, ◦). �S��

◦ 0 1 2 3 4 5 6 7 8 9
0 0 2 8 6 9 7 1 5 4 3
1 5 1 3 0 7 9 8 2 6 4
2 7 6 2 4 1 8 9 0 3 5
3 4 8 7 3 5 2 0 9 1 6
4 2 5 0 8 4 6 3 1 9 7
5 9 3 6 1 0 5 7 4 2 8
6 3 9 4 7 2 1 6 8 5 0
7 6 4 9 5 8 3 2 7 0 1
8 1 7 5 9 6 0 4 3 8 2
9 8 0 1 2 3 4 5 6 7 9� n > 10 ��$�� 3 6 |n − 5, w n − 5 ≥ 7. �}F 3.1 ,�9� n − 5 +`&�d� (Zn−5, ·) whd�� n− 5 m,8�o8-v�<W'W�
KY<NH�d�

(Zn−5, ·) u� n +d� (Q, ◦), o8 Q = Zn−5 ∪ {∞1,∞2,∞3,∞4,∞5}. zd� (Zn−5, ·)8H 5 m,8 T1, T2, T3, T4, T5, w5 5 m,8$�d� (Zn−5, ·) H<W'W�
��� Q �Q{Z��1� ◦ ��S�
(1) ∀ (x, y) ∈ Ti, Q{ x ◦∞i = ∞i ◦ y = x · y, x ◦ y = ∞i; i = 1, 2, · · · , 5.

(2)∀x, y ∈ Zn−5, (x, y) 6∈ Tk, 1 ≤ k ≤ 5, Q{ x ◦ y = x · y, 0 ≤ x, y ≤ n − 6.

(3) ∀x, y ∈ {∞1,∞2,∞3,∞4,∞5}, o�1>p7}F 3.1 8H 5 +d�CQ{
	yq+d� (Q, ◦) C<W'W��0	$X>H`&�d�
.��)}F 3.1, 3.2, 3.5–3.7, KY>xECS\QF�
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b~F℄N�)S 883M\ 3.8 W�zH(', n ≥ 4, 9� n +<W'W��0	$X>H`&�d�
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A Message Authentication Code Based on
Anti-commutative Quasigroups
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Abstract Let (Q, ◦) be a quasigroup. If for any two different elements x, y in Q, we
always have x ◦ y 6= y ◦ x, then we say that (Q, ◦) is anti-commutative. In this paper, we
give a new kind of message authentication code based on anti-commutative quasigroups and
discuss the constructions of such quasigroups.
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