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Abstract: The principle of packet monitor to handle high volume packets using the underlying library Libpcap capture in
Linux operation system was studied. Network Interface Card (NIC) was used to capture data in bypass monitor to carry out
pre-processing. Semi-polling with New API ( NAPI) was also used to speed up the processing of packets in input buffer.
Finally the queuing theory was used to ensure the optimal bandwidth value and relevant parameters were set to achieve the best

efficiency. Experimental results demonstrate that the scheme not only increases the rate of packet capture, but also improves

the occupancy rate of system resources in many figures significantly.

Key words: network monitoring; Libpcap; TCP protocol; multi-thread, semi-polling; New API ( NAPI)

0 3%

M 451217 AR B R S Hh 19 ik — B R B E M4
BRBIMERR, W4 Mt AR 7T LU 45 45 F A frg s R AT
HRH B HPRAE B, FF BB AR AL B, FEE W HE
TR B I, EERMAF R AR TR R T E M 4%
ZERY R R E HEAT S A B, TT AR B SR e i IR R
W B A AR rh D U 3 OB S B AT i e E 4, T
RS BRI E A HLH] LL 40 Raw Socket Fil Win32 V-5
TRIRBCR B 1 W 48 98 32 15 4 1 L3S ( Network Device
Interface Specification, NDIS) F et g R &P, &
AT A BB BEFE DL iR DU B4 , BT LAGE AR AL B AR A %t
I R L BRI RIS R AL SAE AL R i AR e 4, NDIS B &
AEFEAN THRUWEERER S, ARESREHHES
IR T T2 I, RRAAEEE. FHRUETEER
BET, B T3 CPU MNAERE A5 B H R, b5
REE R R R . MASSCFEM £ ( Network Interface Card, NIC)
Ab3Z T |, NAPT 3% 8 2 % 18 A1 ) ( Semi-polling ) it
BABRTE & v X WA A2, THE R R TE(E IR B AR B
DA BI B S, TR AT A B B, AR 5%
PRI R B EUR QR RRIR KR .

AN &

L1 KRR MZEOEEHTEER
FEFET ) B4R @ B B AR, B — R

Y5 B H7:2008 - 12 - 04 ; £ B H#A:2009 - 02 - 13,

EERRS T ARREE M E R,

B2, — T, AABIEIEER MR, MR8k
B Fy k5 7 b X 45 38 11 st i AH R A6 500 URn 38 T, g 5
FEM M BARD AR ZAETT , MR SBIRTE I R 4%
B O _EMBEEN, 8BS LRG0 E,

AR BRI LT =298 & TCP/ TP §) TP ARP %
JUANEMYE T o #E Linux FUSIRM4, B GBS
ETETREENRTE T YT RS KA SR, R 5%
A Linux AR 56 59 B R P SR BB ™ o
1.2 #HiRgiEa L&

EENBIECRIET & T ERE T MK BT S AERE
%, BFENE Raw Socket [RIERET , (B HE 52 Q68
1 1P &, % T ARP & W 4b 3 555!, i BSD Packet Filter
( BPF) HLHABRT SR AR HE T FreeBSD T L AR £ KR
508 B TR A F A AR A A X B 5 AT, (H R
FRMELIEEWALE, B TR T UNIX ERR—EPLH,
LE AR ) R GV, BT AR A B R A X S

ZEE % £ %0 % A B & % % = ( Lawrence Berkeley
National Laboratory) BT 4% 5 1) % Fi T 3R @ BRI GEH API
BRI Libpeap” M1 B AT, LR E G SR G G B P
FRMRIERGET-& LT E A S aa . A
7€ Linux 248 T F ] Libpeap p& %5 22 3 52 30 W) 4% B4 M5 07 6
A — & E  Libpeap & —~5 R R T K M M 451
EHRBREUE, A AR AR T —BmEED , BF R
SFRIRBHE s 55— J7 T 2 B O Libpeap B9 40 3 8 A N %
TCP/IP W UR M B UG BT F RN T , B4l

ESTE I EIR AR SREE AT
RS (1984 - ), B, TR BUILA, LRI, TR 1 W42 e

BT (1967 - ) 3, W)IEABN #8571+,



%58

LHE¥ Linx THHASHIBEBTHAK

1245

T TCP 2 (UDP J2) 1 TP J2 f 4b 38 5 72 , B Bt e (2 M Bk
T ERE N BN AR FZ WX F, thE SR Raw socket J5
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FAb R B B A R — M ECR kA o 2 TRl AR
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1024 BINTREIHE DLARHIEI R 200 1 pust™
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Speedo_rx—Netif_rx 4.1 11.2
net_1x_action 4.0 10.9
ip_tcv 1.7 4.6
Tep_recvmsg 3.8 10.4
Inet_recvmsg 20.9 57.1
System call 2.1 5.8
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AN 3 AR AR SCAL B AR B, KA BRI T 6

D) 3T R4S, B3 3E4% : peap_open_live( ), pcap
_read( ) ,pcap_setfilter( ) .

2) HEM 4 O 3 H B M g M B, 5w ih bk
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B Hid#h B RITHEREF (socket) , )5 A —RFIH
foctl SEIRBEEFRE, LA TCP/TP 55— E MR %4
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3) BB IR Sy FRBSER R TR L AT R
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it B DA Datalistener pRE/E 5 MEFFRESRH 4K, 7 A
Sniffer R 5 B Libpeap ) 4tk 3F H ¥ F DataPacket #8435
) WE T B9 AR BURSRAT R B R 55, SR 5 HEAR SRR B R B4
Fo HH DataPacket BEER 267 STAHE R B4 W ) HLA kR4
NAPT & BFW 7. R hamT .

Void Datal.istener

{ W44k Sniffer, DataPacket BEHLIT IR B A LB

char = filter_app = fexp; /7 BRI IEFRIER
4 Parseopts() BEEIKIL A 2S5
FIH Libpeap R T IT R B8 3T B BT 10T
FH peap_datalink( handle) 35 B 47 1 R 15 W 45 24
if (HATEIRRE < B R
BB A 2
else
I P S B RS AL H P AR 1R 45
WAL TT RS #% init_timer( &polling_timer) ;
Semi-polling_timer. data = ( unsigned long) something;
Semi-polling_timer. function = polling_handler;
IR P
void semi-polling_handler( unsigned long data)
{ add_timer( &semi-polling_timer) ; }
B LRI, SR BAERR BAR S5 Ay b 2T
14 F PacketBuffer( ) AbBEEHEAIZE v X
maint_thread_run()
T LR E SR LR ALPE pthread_mutex_lock( &pb_mutex) ==0
VA getnlp() REEHESL SCAFRIFEFE, oo n. p 3510 4% 3K85;
BRI HEALL pb —> pushPacket(n) ;
Void listener_exit
{ pthread_mutex_unlock( &quitflag_mutex) ;
pthread_cancel( maint_thread_tid) ;
pecap_close( handle) ;
Destroy_stack( )
B AR
}

}

ERE SRR T R AL B AR, S Ab B, B B R
HEAR AR BE R HHE— AL B T DA SR B — 2o B
WS R B Xof T4 o 808 i e 1R AT BEL AE B MU IC L
FCANERA AR R 3t SR AT U FT LB 1k W 48 B S Th RE

T B SE B R ARSI T

if (app —> promisc)

handle = pcap_open _live ( iface, SNAPLEN, 1, POL_TO_MS,
errbuf) ;

else

handle = pcap _open _live( iface, SNAPLEN, 0, POL_TO_MS,
errbuf) ;
/7 FTTF NIC B4 SRBCR IR 804
if (! handle)
throw PcapError( "pcap_open_live", errbuf) ;
dlt = pcap_datalink( handle) ;

/IR A

struct bpf_program filter;

//sniffer 11 I8 2§

bpf_u_int32 mask;
bpf_u_int32 net;

//sniffing device f-F RIHERY
//sniffing device ¥ IP

/ATEIE SR RERE

avg_lth = getlenth( &pcap_lenth) ; /7RI YK E
avg_speed = getspeed( &sniffer_speed) ; /73R B2 i o 455 o

avg_ utilize = avg_speed/max_speed;

while( pcap_{flag)

{ B = avg_speed * avg_length/avg_ utilize + B; }

return B = =8§;

//getnlp #EHERSL, n.p IHFRER
struct nlp =* n = getnlp( packet, dlt, header) ;

(! checknlp(n))
{ f(n —>p!=NULL)
free(n ->p);

free(n) ;

assert( pthread_mutex_unlock( &pb_mutex) ==0);

return;
}
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3.1 XHAEE

o TA TR 5 NS i e € R DR O v 08| I
Host ( CPU: DualCore 1. 8 GHz Athlon, NIC: 3Com 3c59x
Ethernet card, § 7 512 MB DDR) 7 &, 100 Mb Ethernet
ROUTER (Cisco 1760-V) fi 5, LT BRI #5 A X B HTEM L
ERySRET ELIP 4L 192 168. 1. 101, X BEWT AR 4548 %
BHIP 4 192.168.1.103, A HMALEMHEFN K% H
P2P 45 Z I K J O B 2 5 B8 69 FT ) Spirent 23 H] 1Y
smartbit 2000 T %, ) & #R & BB, o @R /NER TR
64 B B 4 PR X HF- 5 LA A AR X B R B
Win32 + NDIS #il standard Libpeap + Linux 2.4 N#%, 38 A 43¢
)R P 7 48 Libpeap + Linux2. 6 + Semi-polling SE-& , 4 [ A
P& HH AN P R E AN 4.5 PR

[HPEN | oEkaes] [ BUikss |

SRR &
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EEESTER | EEES TR
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3.2 XBRHEREESNW

PRI B R, R 2 ~3 BRI
R o

&6 /Y Input Rate JRHASEAL, 7T LUA TR/ MR R
ST , Linux2. 6. x + Libpcap + semi-polling F1 NDIS i # (&
DU BEAN Y, YRR BB KR, £ 4R Libpeap 1 NDIS
B BT R, TS AL T R B, Bl K2 73 kpps WM,
NDIS #5T CPU FF 45 AR, B IR FE /T A AE AL 28 B Bl R 4K
5, T BEA B ZERZS , TR R H R BB R R, T
124 kpps H LG Libpeap LR 2 152 72 TIRM R I
FARR PR BRI T T2 07 SRAL B AR FROCAR S 325 kpps.
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60.191.220.155: 8208  18Z.168.1.101:4181 ESTAELISHED ls 40 Bfs

182.168.1.101: 4728 §4.233.189.100: B0 CLOSING 1s 0 Bfs
192.168.1.101:4717  64.233.180.147:60  CLOSING ls 0B/
182.168.1.101: 4718 66.249.89.127: 80 CLOSING 1s 0 Bfs
192.168.1.101:4565  218.249.43.237:80  CLOSING s 0B/
192.168.1.101:4711 64.233.189.147: B0 CLOSING ls 0 Bfs
192.168.1.101:4715  64.233.189.147:80  CLOSING s 0B
182.168.1.101:4712 64.233.189.147: B0 CLOSING ls 0 Bfs
182.168.1.101:4732 60.191.220.155: 3332 ESTABLISHED &s 0 Bfs
122.297.23.108:008  182.168.1.101:113%  ESTABLISHED 6= O B/
182.168.1.101: 4591 66.249.89.127: 80 CLOSING s 0 Bfs
192.168.1.101:4553  218,249.43.237:80  CLOSING s 0B/
192, 168.1. 101 : 4557 218.249.42.227: R0 CLOSING 10s 0 Bfs
162.168.1.101: 4646 210.51.48.118:80 CLOSING 12s 0 Bfs
182.168.1.101:4734 ZZ22.73.37.73:9003 ESTAELISHED l4s 0 Bfs
192.168.1.101: 4654 220.181.37.200: 80 CLOSING 155 0 Bfs
192.168.1.101:4547  218,249.43.237:80  CLOSING 17s 0 Bfs
182.168.1.101: 4637 64.233.189. 165: R0 CLOSING 17s 0 Bfs
192.168.1.101:4575  211.103.181.148:%0  CLOSING 17s 0 Bfs
192.168.1.101: 4579 211.102.181.148:80 CLOSING 18s 0 Bfs
192.168.1.101: 4625  64.233,189.165:60  CLOSING 2ls  0Bfs
182.168.1.101: 4574 Z211.102.181.148:80 CLOSING Z4s 0 Bfs
182.168.1.101: 4572 220.181.37.200: 80 CLOSING 24s 0 Bfs
192.168.1.101:4578  211.102.181.148:%0  CLOSING 25s 0 Bfs
182.168.1.101: 4585 218.249.43.237: R0 CLOSING 255 0 Bfs
192.168.1.101:4726  60.191.220.155:3333  CLOSING 26s 0 Bfs
192.168.1.101: 4576 211.102.181.148:80 CLOSING 27s 0 Bfs
192.168.1.101: 4661  218.249.43.237:80  CLOSING 285 0B/fs
K5 Wl TCP Bty id HeRS A
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6 FURmiethee i REMNERITRET X 1L
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Linux2. 6. x + 1E5 0
B Libpcap + Windows 2000 + Linux 2. 4. x +
A8/ kpps semi-polling + NDIS standard
NAPI Libpcap
5 99.5% 99.2% 98.6%
26 75.1% 84.7% 61.0%
73 69.2% 58.1% 47.6%
124 42.1% 21.2% 12.4%
®3 BREFSRARER
P Zilﬁ@li lj\l‘/’l?r_fu CPU & F‘nfj{
/kpps  FR/%  FBE/% LKER
Linux2. 6. x + Libpcap + 20 72.2 82.0 469
semi-polling + NAPI 70 99.1 99.7 1653
Windows 2000 + 20 78.0 92.0 427
NDIS 70 100.0 100.0 1513
{551 Linux 2. 4. x + 20 84.0 96.0 395
standard Libpcap 70 99.6 100.0 1396

3.3 RS

EREERAEMREOLT , A4 R Linu2. 4. x R4 6E
FARSE B 3B R T ZR G0 AL B &) , AT A5 PR A 4
AERRAIG, A AR AL = A 2 A O DL REE AT AN CPU
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