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Abstract: Currently, most of computer forensics systems are not real-time, and often cause communicational bottleneck.
In order to overcome the shortages, a distributed and autonomous computer forensics system was presented. By using the
autonomous forensics node, the system could obtain real-time evidence dynamically as soon as network intrusions took place, in
which the evidence could be saved in a safe way in time. This way of autonomous forensics could optimize system performance.
Experimental result shows that the system can capture the authentic and valid electronic evidence, and has high capability of
fault tolerance.
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