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Abstract: The complexity of Internet Key Exchange (IKE) protocol causes some potential security flaws. After the
mechanism of IKE with signature was introduced, the two kinds of man-in-middle attack were analyzed. In order to protect the

users’ identities from being exposed to the outside, two solutions with some improvements were proposed. Finally the paper

made a quantitative capability analysis on the whole.
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