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Synchronization of Network Covert Time Channel
Based on Smoothing Estimation Algorithm

GUO Qiang, PAN Li, LI Jian-hua
(E-government Research Center, Shanghai Jiaotong University, Shanghai 200240)

Abstract This paper studies the network covert timing channel, aiming at the defect of existing synchronization method of covert timing channel
and presents a new synchronization method based on smoothing algorithm. The sender sends data in blocks and the receiver estimates the time
interval for receiving the next packet by synchronization method. Experimental results demonstrate that under certain circumstance, compared with
previous methods, this method needs shorter inter-packet interval to receive data with no error and increases the speed for data transmission by 33%.
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