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Abstract This paper presents a new source code static analysis technology based on data fusion and implements an extended prototype system. It

interprets and makes data fusion on the outcome of different static analysis tools and evaluates the corresponding parameters. To read and analyze

easily, the outcome of the system adopts XML form. After testing common network software, experimental result shows that compared with single

source code analysis, this technology can reduce false positives and false negatives effectively.
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wu-ftpd-2.5.0/src/extensions.c:263: High: sprintf

(2)Its4

wu-ftpd-2.5.0/src/extensions.c:263:(Very  Risky)
constant format strings can often be attacked. Use a constant format

string
(3)Flawfinder

wu-ftpd-2.5.0/src/extensions.c:263 [4] (buffer) spritf: does not

check for buffer overflow

w(1)=0.32, w(2)=0.32, w(3)=0.36

r(3)=4 E(X)=4.32
3
( ISA)
D
(2)
(B) XML
1

r(1)=5, r(2)=4,

ra

| Rats | | Its4 | | Flawfinder ||

T
|4L| |4£| Sy <b

1 ISA
1)
(2)
(©))
(
)
(4)
®)
XML
<Vulnerabilities>
<Item>
<File_in>extentions.c</File_in>
<Row_NO>183</Row_NO>
<Risk>5</Risk>
<Type> bufferoverflow</Type>
<Fun_name> printf</Fun_name>
<Score> 4.32 </Score>
</ltem>
</Vulnerabilities>
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Pentium 1.6 GHz

ratio=0.3, efficiency=RTP/(NUM*ratio) ISA

CPU 256 MB Linux(Red Hat9.0)
1 (Ver efficiency=TP*/NUM* ISA
LOC LOE 0.21
) ISA
2 3 ISA Pure-ftpd
0.21 4 1 3
1 100%
Program ver LoC LOE LOE/LOC ISA
wu-ftpd 25.0 13 582 64 0.47% ISA
Net-tools 1.46 4146 50 1.21%
Pure-ftpd 1.0.17a 25 230 1 3.96E-5 3 )
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gram ISA Rats Its4 Flawfinder
wu-ftpd 10.0 26.0 28.0 12.0
Net-tools 10.9 43.8 39.1 125 5
Pure-ftpd 100.0 100.0 100.0 100.0
3 (%)
Program ISA Rats Its4 Flawfinder
wu-ftpd 59.1 69.5 68.4 773
Net-tools 39.6 42.2 438 70.2
Pure-ftpd 100.0 100.0 100.0 100.0
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new MemoryStream((byte[])result); Web 1/0
1 MemoryStream
stream=mstream; } 4
catch (Exception ex){throw new Exception (ex.Message,ex);}
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finally{cn.Close();}}
const int buffersize = 1024 * 16; C Oracle BLOB
byte[] buffer = new byte[buffersize]; BLOB
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int count = stream.Read(buffer, 0, buffersize);
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{context.Response.OutputStream.Write(buffer, 0, count);
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count = stream.Read(buffer, 0, buffersize);
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