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High-speed Network Intrusion Detection System
Based on Heterogeneous Cluster

YANG Feng, ZHONG Cheng, YIN Meng-xiao

(School of Computer and Electronics Information, Guangxi University, Nanning 530004)

Abstract This paper presents a diffluent algorithm based on bidirectional drive by applying heterogeneous cluster computing systems. It divides
high traffic into several data streams, sends them to the most suited node in heterogeneous cluster computing systems, and implements the
high-speed network intrusion detection system based on heterogeneous cluster. Experimental results show that this system can ensure that all data
packages which take on the same source or destination with period of time are sent to the same IDS analysis engines, keep high detection rate on
high-speed network and resolve the load balancing problem effectively.
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