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Fair Payment Protocol for P2P Aggregate Transaction

LIU Yi-chun

(Guangdong Key Lab of Electronic Commerce, Guangdong University of Business Studies, Guangzhou 510320)

Abstract This paper proposes a new optimistic fair off-line payment scheme for multi-party aggregate P2P transaction, in which no one has

advantage over others. The trusted party need not be involved into exchange unless disputes have occurred. The disputes which might occur are

analyzed and handling solution is proposed. Analysis results show fairness of the protocol.
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M, i=1,2,- K

3.1 Sigw(TID, C, PID;, TS) o
2 7 C M;
DigitalNotes; M; Sige(TID,M;, TS)
DigitalNote={SerialNo,Broker|D,GrouplD,value,IssueDate,
Expiration} 8)
BrokerStamp=Sigegoker( DigitalNote) M, 5;
Token={Digite}ll\fote,BrokerStamp } _ SigMi(TID,C,sum,TS) c
DigitalNote SerialNo M,
BrokerID P2P GrouplD value
- goods; s
IssueDate Expiration
BrokerStamp N SerialNo C 33
P2P DigitalNote 9) C ™
BrokerStamp; M; M;
M;
3.2 33
A
3
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1)C—»G: C,BrokerlD,A,goods request
2)Pi—>C: P;,PIDj,desci,quoted price;
where PieG

i(i=1,2,---,k)
3)C —» M;: C, TID, PID;, bid;
4)M; — C: price;, Sigw,(TID, PID;, desc )

1.Mi—> A: TID, M, C, TS, Sigc(TID, M, TS), price;, sum, Sige(TID,
price;, sum)

2A—> C:TID M;

3.C — A: DigitalNotes;, BrokerStamp;

4a.A— M;: DigitalNotes;, BrokerStamp;

or
@ 4b.A —> M;: affidavit(M;, C, price;)
i(i=1,2,--.k) M Cc Sige(TID,M,,TS)
5)C— M;:TID, C, sum, Sigc(TID, price;, sum) A A C
6)M;—> C:Es(goodsy), Sigw(TID, C, PID;, TS) A
7)C— M;:DigitalNotes;, TS, Sige(TID, M;, TS .
)€ MiDigitalNotes;, T3, Sige( ) M; A M, c price;
8)Mi—C:TID, My, s;, Sigu(TID, C, sum, TS) Hidavi .
9)C— M:TID, C, PKy, (BrokerStamp,) affidavit(C, M;, price;)
Es(message) S message 2
PKy(message) X message
1 I 1.C - A: TID,M;,PID;TS,Sigw(TID,C,PID;,TS ),Sige(TID,M,,TS)
P2P 2.A— Mi:TID, C
3.Mi > A:5,Sigw(TID, C,sum, TS)
2) {Pi} M
PID; desc; quoted price; desc; 4a.A = C:5:.Sigy(TID. €. sum. TS)
! : ' : A — M;: Sige(TID, M;, TS)
Hash
or
3) C 4b.A > C: affidavit(C, M, sum)
{Mi}(i=1,2,-+- k) C M; Sigw,(TID, C, PID;, TS)
C TID bid; M; C Sige (TID, M;, TS) A A
3 {TID, C, M} C, M M; M;
4) M; price; M, Sigy,(TID, C, sum, TS) A A
TID, PID; C A C M;
1)~ 4) affidavit(C, M_sum)
3
55 C TID sum 1.C - A: TID, M,, PID;, desc;, sum, TS Sigy(TID, C, sum, TS),
price; sum M; Sigw(TID, PID;, desc )
6) M Si 2.A— Mi:TID, C
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3.M; - A: TID, goods;
4a.A — C: M; goods;

or
4b A — C: affidavit(C, M; sum)
C M; desc;
SigMi(TID, C, sum, TS) A A
M; goods; goods; desc;
C C M
sum affidavit(C, M;, sum)
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3
M;
affidavit(C, M;, sum)
3.3
1
affidavit(C, M;, price)
( 170 )
4(b) QF=80% JPEG 4(c)
1.0 10.0 4(d) 5%
4(e) (0.01) 4(f) 1/4
4(g) 3x3 4(h)

(ONC=0.763 7  (¢)NC=0.7135  (h)NC=0.842 7
4 NC
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