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Abstract Anciently, the implementation of security gateway only emphasizes on one side function and the authentication way is not flexible. This
paper researches and analyzes deeply on latest IKEv2 protocol of dynamic key negotiation mechanism and combines the advantages of EAP, then
gives a solution that introduces the EAP/SIM authentication framework into IKE authentication system and designs an enhanced extensible IKEv2
system based on EAP/SIM. IKEV2-EAP system takes RADIUS as the authentication server implementing AAA functions and employs up-to-date
IKEV2-EAP/SIM interaction setting up the secure IPSec channels. This makes the function of VPN gateway more flexible, stronger and diversity.
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