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Security Strategy for ZigBee Access to Ethernet Process
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Abstract Security is critical to a wide range of current and future wireless data applications and services. This paper introduces the security
strategy and the security implementation for ZigBee access to EPA network. Test shows that the implementation of the security strategy improves the
reliability of the EPA network. These security device, which can be configured, can run steadily and meet the need of the industry control system.
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14 ZiaBee GetSecID  (outbuf +40); 1D
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void bt_send(uint8 node, float var,uint8 key[16])

security_checksum =security_check(bt_send_data,0x07,key[0]);

bt_send_data[11]=security_checksum;

encryption(key[16], bt_send_data) ;
for(i=0; i<11; i++){check_sum”=bt_send_data[i]; }
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bt_send_data [12] = check_sum; }
(6) ZigBee
ZigBee
IP ID 1D
ID 1D 6
EPA EPA
4
ZigBee EPA
EPA ZigBee
ZigBee
EPA EPA

—218—

ZigBee

EPA
< Bl
View?2 <]
16 07 50
16 07 50 | u go &0%| P
16 07 50 | u go &% P
16 07 50 18012924
5
EPA
EPA
ZigBee EPA
5
ZigBee EPA
EPA
ZigBee ZigBee
ZigBee EPA
ZigBee EPA
EPA

[1] Manley M E, McEntee C A, Molet A M, et al. Wireless Security
Policy Development for Sensitive Organizations[C]//Proc. of
Systems, Man and Cybernetics(SMC) Information Assurance
Workshop. New York, USA: IEEE Press, 2005.

[2] Park J C, Jun A H. A Lightweight IPSec Adaptation for Small
Devices in IP-based Mobile Networks[C]//Proc. of ICACT’06.
Phoenix Park, Korea: [s. n.], 2006.

[3] : : : EPA

[J1. , 2006, (2): 47-49.

[4] Wang Ping, Wang Heng, Wang Quan, et al. ISA-SP100 Proposal
White Paper[Z]. Chongging University of Posts and Telecommuni-
cations, 2006-10.

[5] Schneier B. [M]. ,

, 2000-01.



