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Low-cost Reconstructable High Speed Encryption Engine
Based on AES
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Abstract This paper presents a solution of a high speed, low-cost and reconstructable encryption engine based on the AES encryption aiming to
solve the balance problem of hardware resources and circuit performance in commercial encryption engines. According to FPGA inherent structural
features, the four-level pipeline structure is improved and the encryption module is described with VHDL. By expanding the password encryption
engine, the goal of real-time, reconstructability and security is achieved. Compared with some other encryption engines, this encryption engine has a
good safety performance guarantee, speed and resources performance ratio.
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LIBRARY IEEE;

1

luncntout: OUT STD_LOGIC_VECTOR(0 TO 3));

1

END;

ARCHITECTURE behave OF aesnew?2 IS

SIGNAL cytout_text :STD_LOGIC_VECTOR(0 TO 127);
SIGNAL luncnt:STD_LOGIC_VECTOR(0 TO 3);
BEGIN

cyp:PROCESS(clk, reset)

VARIABLE surtextl: STD_LOGIC_VECTOR(0 TO 31);

VARIABLE cytdatal :STD_LOGIC_VECTOR(0 TO 31);
1
VARIABLE cyttextl :STD_LOGIC_VECTOR(0 TO 31);
1
BEGIN
surtextl:= source_text (0 TO 31);
1
IF reset="0' THEN //
luncnt<="0000";
intersw<="0";
ELSE
FORiIN1TO 10 LOOP //10
cyttextl:= surtextl;
FORjIN1TO4 LOOP//
rotdata(da,db,dc,dd); //

IF ena="1' THEN
CASE outcent IS
WHEN 0 => cryptedout<=cytout_text(0 TO 31);
END PROCESS;
END behave;
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Altera APEX?2 EP2A15
B724C7 AES ISE5.1
ModelSim5.7
128 bit
72.61 MHz 33 MHz
887 Mbl/s
1.2 Gb/s
0102030405060708090a0b0c0d0e0f00(128 bit)
112233445566778899AABBCCDD EEFF00
56A3D734F68E2531D5BDES6130C4D69E
1
33 MHz FPGA
[5-7]
133
MHz, 256 MB RAM  Pentium
1
Islice /(Mb-s) /
Gai 1P2A15B724C7 774 673 0.66
DES 1P2A15B724C7 863 398 0.55
RSA  1P2A15B724C7 979 280 0.46
1P2A15B724C7 765 710 073
1 AES
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