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Detection of Hosts Number in LAN Based on
Packets Capture Technique

SHE Hua-jun, JIANG Kai-da
(Network & Information Center, Shanghai Jiaotong University, Shanghai 200030)

Abstract There are many needs to know the existence of LAN in the management of big networks. Facing this problem, a technique to detect the
existence of LAN in a large network is described, and the number of active hosts in the LAN is counted. The technique is based on the technology of
packets capture. By processing the IP_SEQ, SRC_IP, SRC_PORT, DEST_IP, and DEST_PORT of the captured packets, those packets send from
individual machines can be discriminated, and the number of machines can be determined. The implementation, tested on real network environment,
can properly count the number of LAN in the network and the number of hosts behind a LAN, which demonstrates the feasibility of the algorithm.
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timeout 300s 4
maxstep 5 WinPcap Windows
maxleap 100
minpkgnum 5
maxoverlap 10 WindowsXP
Visual C++ 6.0 WinPcap
@ 2 #include “pcap.h", #include "remote-ext.h"
WinPcap IP IP 16 Project/Setting/Link library modules wpcap.
ID TCP lib  Packet.lib 2 2
UDP WinPcap
@)
timeout 1) (3) void Detector::Detect(){
pcap_if_t *alldevs;
3) pcap_if_t *d;
u_int netmask;
struct bpf_program fcode;
D int i=0;
W @ char errbuf[PCAP_ERRBUF_SIZE];
struct pcap_pkthdr *header;
() D const u_char *data;
ID maxstep I
pcap_findalldevs_ex(PCAP_SRC_IF_STRING, NULL,&alldevs,
errbuf);
ID I
1) int number;
(5) cin>>number;



for(d=alldevs;i<number;){d=d->next; i++; }

1 8
m_adptHandler=pcap_open(
d->name,// IP
65536, // ID D
PCAP_OPENFLAG_PROMISCUOQOUS,// 8 ( 1 ) 3
1000, // 1000 ( 1 )
NULL, //
ertbuf / ) minpkgnum 5
if(d->addresses != NULL) //
netmask=((struct sockaddr_in*)(d->addresses->netmask))->
sin_addr.S_un.S_addr;
else
1 C
netmask=0xffffff;
char* filter = "ip";
1
pcap_compile(m_adptHandler, &fcode, filter, 1, netmask);
I 6
pcap_setfilter(m_adptHandler, &fcode); ID
while(USER_NOT_BREAK){pcap_next_ex(d, &header, &data); FreeBSD
Process(data); }
’ [3]
peap_freealldevs(alldevs); Windows XP, Windows 2000,
return; - } ] Linux ID
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pcap_compile()
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Process()
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1
1 IPsec
host sreip srept minid maxid len
202.120.34.47 60023 1802 1834 32
Hostl
2021203447 54201 1826 1826 ! [1] Phaal P. Detecting NAT Devices Using sFlow[EB/OL]. (2003-02-01).
Host2 202.120.34.47 59931 3683 4613 931 http:/Awww.sflow.org/detectNAT/.
Host3 202.120.34.47 60445 1079 1092 1 [2] Miller T. Passive OS Fingerprinting: Details and Techniques[EB/OL].
Host4 202.120.34.47 60450 252 252 ! (2002-02-01). http://www.ouah.org/incosfingerp.htm.
Host5 202.120.34.47 60432 5889 5896 8 [3] Stevens W R. TCP/IP ( M. . ,
Host6 202.120.34.47 60451 5455 5455 1 2000.
Host7 202.120.34.47 52685 45206 45206 1 [4] Tanenbaum A S. ML 3 . : ,
Host8 202.120.34.47 59362 2031 2036 6 1998.
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