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Abstract The paper proposes a novel active vulnerability detection system based on C/S mode. This system is composed of two modules: agent

and console. The detection agent, which is a vulnerability scanner based on OVAL Schema, can give an effective and all-sided vulnerability scan as

well as reporting the result to the console without any damage to the network. At the same time, the console realizes remote control against the

process of scans on several computers and gathering of scan results of the whole network. The test result proves that this system is feasible and

advanced.
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