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Improved TCP Connection Migratory Secure Mechanism
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Abstract The service can be provided steadily when primary server goes wrong by using TCP connection migratory technology. This paper

analyzes the problem of man-in-the-middle attack existing in secure mechanism of the connection migratory based on ellipse curve Diffie-Hellman

key negotiation. With the improved Helsinki protocol which is applied to negotiate the connection key, a novel secure mechanism is presented. This

mechanism can protect the migratory options effectively. The function of resisting collision and the security of hash-algorithm make it hard for

attackers to guess the connection symbol and request.
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