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Independent Noise Algorithm for Privacy Preserving Clustering

WANG Zi-liang, ZHENG Yu-ming, LIAO Hu-sheng
(Collage of Computer, Beijing University of Technology, Beijing 100022)

Abstract Data mining technique has a lot of merits, but it faces criticism like privacy threatening. This paper focuses on how to preserve privacy
in clustering analysis and introduces the Independent Noise Algorithm(INA). This algorithm preserves original data by adding noises while keeping
its distribution. The noises won’t influence the data distributing badly so that the mining can be done directly on the amended data later. The
experimental results demonstrate that INA is effective and provide acceptable values for balancing privacy and accuracy.
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(n-n) k=2 §=3 k=4 k=5 k=6
X (n-1n) 50 071 1.23 1.01 1.63 3.09
INA 4 100 0.48 1.83 0.72 1.02 1.58
(1) ) 200 0.36 155 0.61 0.75 1.30
INA () 1000 0.28 1.32 0.62 0.94 1.13
(1)INA X X 3 Chameleon (%)
01, O X 2 k=2 k=3 k=4 k=5 k=6
L T2 3 50 0.90 0.63 1.23 2.08 3.87
2 010, X 100 051 0.48 0.80 118 1.30
X ! xx 1 P 200 0.44 053 0.65 0.93 157
1000 0.40 0.73 0.75 113 115
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