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Design and implementation of distributed intrusion detection system
based on management agent

KANG Song-lin, FAN Xiao-ping, FEI Hong-xiao, HU Ci-yuan, SUN Yong-xin
(School of Information Science and Engineering, Central South University, Changsha 410083, China)

Abstract: Combined network management system with intrusion detection system(IDS), the architecture of distributed
intrusion detection system based on management agent was established. Good properties such as autonomy, cooperativity,
communication mechanism among management agent were studied. Function structure of management agent was
established and scheduling agent algorithm was also designed based on genetic algorithm. Management objects related to
intrusion detection in management information base(MIB) were analyzed to form rules from different network levels. A
distributed intrusion detection system with hierarchical structure and self-security was designed to monitor the running
context of the system, and the rules were mined in intrusion detection from MIB according to the essence of network
attack. The result shows that this method is efficient enough to meet the need of active detect complex intrusion.
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Fig.1 Structure of distributed intrusion detection system
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Table 1 Function and content of table in database
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