55 38 5 2 1) PR XFEZFR(ERABER) Vol38 No.2
2007 44 J J. Cent. South Univ. (Science and Technology) Apr. 2007
—# AES S &t A Ryt
XiEE, € A& LA, SE
(PRF BeA3EEs T R%R, Hd KV, 410083)

W E: S &N AES HUEMEMARLYEIZSE, BERPUESRIERE. Bt S OISR B I 4, 4K

Bt WA KT 88, i HARERIE S URAT 9 TSI St Tkt %8, JFRIEBniN S & et S & B AT Y]
16 D7 Aot A Y 256, T H. S AN S G ARECRIE XIS A B 252 UM 254 3. KGR S
5 AES () S AR TE . AR T ARZRMERESE 10 FCEME O AT LA, AU RERWISGE S A
I AR, PR e ) S 5

KA. ABS S & (AR AHERIA

FESES: TP309.7 CERFRINAD: A NERE: 1672-7207(2007)02—-0339-06

Design of an improved method of AES S-box

LIU Lian-hao, CUI Jie, LIU Shang-li, MA Hong-bo
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Abstract: S-box is the unique nonlinear operation for advanced encryption standard (AES) and affects the capability of
the algorithm. For S-box, the period of affine transformed pair is 4, the period of iterative-output is less than 88 and
algebraic expression has only 9 items. Based on these characteristics, an improved S-box was constructed, with period of
affine transformed pair as 16, period of iterative-output as 256 and algebraic expression of improved S-box and InvS-box
as 252 items and 254 items respectively. The improved S-box was compared with AES S-box in 10 algebraic properties,
such as the balance, strict avalanche criterion, non-linear degree, resistance against the XSL attack, etc. The results
suggest that the improved S-box has better algebraic characteristics and stronger resistance against algebraic attack.
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