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[Abstract] This paper presents a security threat model called impersonating attack model. In this model, the malicious beacons supply forged
location information to the regular sensors, so as to attack the location applications. Since sensor nodes are power and computational capacities
limited, a scheme based on symmetric cryptography is proposed to defense against impersonating attack. Experimental results show that, even in
the presence of impersonating attack, the scheme can decrease the cumulative localization error of Weighted Centroid Algorithm. The probability

which the localization error is within 1 m can be improved from 40% to 70% with the scheme.
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for each m; do
Ki=f(ID;K) ;
Ex(mil| Exi(hash(my))), ;
1| B
end for
for each M; do
Dk(Mj) ;
K= f(lD.,K) N
if(hash(M;)= Dki(Dx(M;)H i hash 7))
f(Mi);
else
discard M;;
end if
end for
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