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Packet Filtering Algorithm Based on Netfilter Under Linux
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[Abstract] This paper analyzes the packet filtering technique based on Linux operating system. The packet filtering of Netfilter uses simple
linearity graduation algorithm. When the firewall needs to match the number of rules, the performance of firewall falls suddenly, and it becomes the
system bottleneck. Therefore, a new packet filtering algorithm based on binary tree and Hash function is proposed, that is B-H. Test proves that the

algorithm can achieve the fast match in the massive rules, and enhance the performance of packet filtering greatly.
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