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Policy-based Integrative Network Security Management System
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[Abstract] Limitation of network security management is analyzed. This paper introduces Policy-Based Management(PBM) approach to network
security management, designs a network security management system. The presented system can manage the network security management systems
integrately and automately, dramatically reduce the complicity of network security management. is greatly useful to the security management of
large-scale network. This paper introduces the design of the system, shows the completing work of key technologys such as the process of

cooperation of security productions driven by event-triggered policy and gives an example of the system application.
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Inst oblig /SMPolices/signatureBasedAlertRe {
on WebAttack(attackSignature, confidence);
subject /PMA/SM;
do getRisk(attackSignature)->
alert(attackSignature)->generateEvent(AlertRespond,attack
Signatue)->generateEvent(reConfigFW,attackSignature);
when confidence >MIN_CONFIDENCE;}
Inst oblig /SMPolices/signatureBasedAlert {
on WebAttack(attackSignature, confidence);
subject IPMA/SM;
target t=/PMA/DM;
do t.reConfigureDM(DecRules)->
t.getContext(attackSignature);
when confidence <MIN_CONFIDENCE;

}
Inst oblig /SMPolices/signatureBasedAlertFW
{ on reConfigFW (attackSignature);
subject IPMA/PM;
target t=/IPMA/FW;
do t.deny(attackSignature);
}
6 HRE

ASCH A YRR EEETENAR, iR TR
RMIRZ ) — R M 2 EHAR, REATINRKEHEY
B2 2R RN, SRR T 7™
MG —EERN B EH, B T RENTY RN R G ;
BEBERPESMIAT £ RENEERELE, BRET
FIREE )y, S T WML R 2. RRERFWT
R

(L)F TR us i & JLUE AR B F S R ag s, 35
T A% G0 T ) A A AR, O 4 2 2 EIR AL T BT AL
AR T B3 FF

QFEHERT MK 2BEHAS, ROE KK
ME—E X~ Bk HE M, “EB4-RBST,
BB AU B 4558 17 I PR AR R B R 2 fE B (), B
RS DU 2R 25 0 T A IR A, DA T SR M IR 2 1 R A iR kA
BEXT R & B A R I I A AL 8 2L

TEJE F opr & SZ0 T X snort il netscreen ) 45— 45 BRI R
RL, WG T R SN AR R A2 22 47 ik
TH—R2KBER, Si—nk, ADHEE, RELHARSR
B M B E AR

e £ P

[1] Oltsik J. Network Security: Past, Present & Future[Z]. Information
Security Enterprise Strategy Group, 2004.
[2] skMR, Zesdede, FEWIF. BTSRRI M4EBD]. R,
2003, 29(16): 127-129.
[3] Damianou N. A Policy Framework for Management of Distributed
Systems[D]. London, UK: London University, 2002.
G &WFE



