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Key Management Based on Certificate-less Cryptography

in Mobile Ad Hoc Networks
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(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract Based on the analysis of existing key management model to Ad Hoc networks, a key management scheme based on certificate-less
cryptography is proposed, which employs the secret sharing technique to distribute system key among a pre-selected set of nodes, which offers a
collaborative private-key-generator service. The scheme can strongly overcome the key escrow and resist coalition of adversaries. The construction
method ensures secure and efficient network-wide key update by single broadcast. The analysis and simulation results show the scheme is secure and

effective.
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