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Design and Implementation of General ECC Co-processor
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Abstract This paper presents a high-speed Elliptic Curve Cryptography(ECC) co-processor suitable for both prime number field and binary field,
which supports all curve and field polynomials. The co-processor can implement all basic operations used in ECC and perform ECDSA and other
modified algorithms by instructions. Operands of the co-processor can be of any length no more then 384 bit. Many methods such as word-level
multiplier, separate operands and RAM array are used to improve the performance of the system.

Key words Elliptic Curve Cryptography(ECC); dual field; word-level multiplier; RAM array; digital signature

GF(2™)
ANSI X9.62 Koblitz y2+xy=x+x*-b
o y2+xy=x3-b Alice Bob
(Elliptic Curve Cryptography, ECC) Q=k,P k, SHA-1 160
RSA ECC )
1)Alice kell2,--,n-1]
G=kP =(x,Y,) X %
2 r=%modn r=0 1 k™ modn
Ecc ) % )
| Ecc 3)  SHAM) e
£ 4) S =k™(e+k,r)ymodn S=0 1
£ Weierstrass 5é(rt,) S) Alice M Alice (r,S) M
0
GF(p)
)
y?=x+ax+b 1)Bob (r. 9) r,SefL2:--n
2 2 SHA(M
2 X ) (M) e
3) W =S"modn
GF(p) 4) U,=eWmodn U, =rWmodn
(p,a,b,G,n,h) p 5) X =UP+U,Q=(x,Y,) X =(0,0)
a,b G n G h “e
n ”77(60673071) ““8637~ “ PDA
2 GF(2™) >7(2006AA01Z442)
(m, f(x),a,b,G,n,h) m (1982 )
f(x)
a,b G n G h 2008-07-15 E-mail ieucl@sohu.com

—140—



XZ XZ
6) V =X, modn V=r
2 ECC
2.1
ECC 1
AL
> 32x32 s {L
4 TEAF
RAM HAETS ‘ AL ‘
T
VOFEH] [
F BRI
i iv l S
-
= |
&
o ALU .
> £ R B || %
%
T m;z
1 ECC
(AUC) 1/0
(BOU) RAM 110
m 384 GF (2'%%), GF(2"™),
GF(2"°),GF(2*) p 384
yi+xy=x+ax’+b Koblitz

y?=x}+ax+b

RAM
IR
2.2
2
2
[2]

GF(p) GF(2")

384

Montgomery

A, B, p,w,Kk, field
el p-1

C=0

s=0

fori=0tou-1

(slcy) =(aby) @ c,

q = f(c,, p,,field)
(slce) =(a-py) @ (s ¢,)

forj=0toe-1

(slcj)=(a;-b)@®c;,®s®(q-p))
¢;s =(c;lc;4)/rmod w
Coy =(S|Cey)/r) mod w
c,. =0

if C>p,thenC=C-p

p:(O, Pe1s s Prs po) B= (0, e-10""" blvbo);

C=(0,Coq,",C1iCo) s A=(ay4,8, 5 8,8) Py, by G 2"
a 2 u=m/w|
A(X) A
@
@ f(Cq, Py, field) Co s
Po k GF(p)  a=(c-(2"~p,"))modr
GF(2™) q=(c, p;")modr
S PE 2
RAM FIFO
PE 2
field  CSA 3l
PE PE 2
b Bl
ITN [ LT FLs, =
Booth 2 MUX MUX Booth 2

Sield »[ Wi CSA

cin2
[« cinl
4bitCLA

@ ¢, sk

FIER Sield

[ ¢,_Ish
P JL pilsh ! ﬂ ¢
MG Booth 2

3 5 f:Z0Ai 155 B3k Booth 2

4T i T L™

l

field " einl

—141—



Montgomery

2.3

RAM

384

384

384

32>x<16><12

384 32

R/WL
Do-Day

Ap-A;

CLK

Ap-Az H——F18

CLK

Douo-Doutar

R/WL

RIWL

DO' D31
AcA;

CLK

Douo-Doutar

124

RIWL

Do-Da1

Ap-Az

3 RAM

384

RAM

RAM
384

—142—

12

CLK
Douto-Doutst

384

RAM

384

384

Verlog Synopsys Design Complier
SIMC 0.18 um-typcal
0.51 ps
3.5 384 4.2 ms
384 0.6 ms
150 MHz 384 6.1 ms
10.6 ms 145 1
1
/ms /ms /ms
[4] 1.41 2.58 5.16 113
[5] 3.00 6.00 11.00 1.14<10°ALUT
6] 2.07
[7] - 63.00 130.00 7374 LE
420 6.10 10.60 145
4
384 ECC
ECDSA
ECC
RAM

[1] Koblitz N. Elliptic Curve Cryptosystems[J]. Mathematics of
Computation, 1987, 48(177): 203-208.

[2] Tenca AF, Savas E, Koc C K. A Design Framework for Scalable and
Unified Multipliers in GF(p) and GF(2™)[J]. International Journal of
Computer Research, 2004, 13(1): 68-83.

[3] Sakiyama K, Mentens N, Batina L, et al. Reconfigurable Modular
Arithmetic Unit
Cryptosystems[C]//Proc. of ARC’06. Berlin, Germany: Springer-
Verlag, 2006.

[4] Miguel M S. Hardware Architecture for Elliptic Curve Cryptography

Logic for High-performance Public-key

and Lossless Data Compression[D]. Puebla, Mexico: National
Institute for Astrophysics, Optics and Electronics, 2004.

[5] Orlando G, Paar C. A Scalable GF(p) Elliptic Curve Processor
Architecture for Programmable Hardware[C]//Proc. of the 3rd
International Workshop on Cryptographic Hardware and Embedded
System. [S. I.]: Computer Science, 2001.

[6] ; : 0.

, 2005, 22(5): 8-12.

[ , , :

vLSI [ , 2004, 25(7): 1280-1285.



