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Research and Implementation of IPSec VPN Based on Firewall Hook
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(Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004)

Abstract Aiming at the problems existed in the process of using Network Driver Interface Specification(NDIS) to implement IPSec VPN system,
a new IPSec VPN system based on firewall hook is presented, and the data packet filtering technology for firewall hook at Windows network layer is
researched, which upgrades the IPSec encapsulation processing to network layer and implements it. This system can effectively solve the problems
caused by NDIS such as MTU, routing and reassembly. It promotes the processing efficiency and has better performance of application.
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