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[ Abstract] The advanced encryption standard is the mainstream encryption algorithm in the security network protocol used in Linux system.
Through analysis of AES encryption algorithm, with the architecture characteristics of the Loongson platform, the method for performance
optimization of AES based on the expansion of multimedia instructions (SIMD technology) is proposed. Before and after optimization, the results of

data transmission using security file transfer protocol Sftp (AES encryption) shows that the Loongson SIMD optimization has reduced the time of

encryption and decryption and has effectively improved the Sftp network transmission rate.
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ldcl, sdcl Jh2R3E 4 o AF BEECR TN T HoMh BAT H 0 2 i
FERTI . R —Fh ALK G, SREIER VR G AET AT
W, R E—REANNERREAENEERE. &
C & & SR 553k AES 4 ZHHHE 0, s, s2, s3(3k
128 i, B 32 )N —A 32 figdirh . a[0]=s0; a[1]=s2;
a[2]=s1; a[3]=s3, W PA—IKiFLA S0, s264 i & AR F 748,

fand fsrl - Ted
4>| SO&OXFT, S2&0xfF tand 0 e |- o
-52'

Pt (oo 16)&0xHT, | o0 2 e xor
T (s0>>16)80xff -

B 5 AES m#RALHRE

flefk liberypto.so B &, Wik Jeth 2 %5 Sftp Fai 4 i iof iy
ki, & 6 R MRALHETE Sftp Bodf fe i nk B 4R

56
O ekt

O f’efefs

54 521

52 F
50
48 A

BaRtEi AL R/(MB-s")

4.6

Sftp E% Sftp Rk

B 6 AES HERALBERL 25 Sftp FukExr b

ME 6 hATRLEH, Sl 2% SIMD SR ik AES

TN o 5UR B STtp fRABORA T WM B IR H . (LT

AES JARE T AR AT A B A OB, FE N

MIRARIE FTP &4, 7E800 W F B EAL L,
(UEFEEON TSyl

(F#E5 221 )

—191—



