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Secure E-mail System Identity-based Encryption

ZHANG Peng, CHEN Tao, LIU Hong-wei, YU Jian-ping
(Graduate School of Intelligent Information, Shenzhen Univ., Shenzhen 518060)

Abstract For the secure problems existing in current E-mail systems, this paper establishes the mail server which filters the spam and virus, and
the gateway server which filters the secret-involved mails. It accomplishes the secure mail client and the manage control center with the technology
of identity-based cryptography and content-based filtering. The system can provide safe communications between these enterprise employees who
are uncontrollable and dynamic.
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class CTestMail {
public:
1
CTestMail(CString eid,
etime, CString econtent);
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CString efrom, CString eto, CString

int TestBw(); 1

float TestRule(); 1
void WriteLog();
1
int TestAll(); 1
public:
1
CString m_szID; 1 ID
CString m_szfrom; 1
CString m_szto; 1
CString m_sztime; 1
CString m_szcontent; 1 +
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Cal int ibe_ext(CString name)

int ibs_ext (char*, CString, CString)
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BDHP(Bilinear Diffie-Hellman Problem)™

Void Encmail(char *id, char *mailtext, char *temp, char *y1, char
*x1, char * x2, int &maillen);
CString Decodemail(int decmaillen, CString filepath);
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int Sign( char *mailtext, char *signature, int maillength);
int Verify( char *mailtext, char *signatureinfo, bool &right, char
*keyfile, int decmaillen);

base64 base64

int Base64Decode(char *buf, const char * base64code, int
src_len);

int Base64Encode(char *base64code, const char * src, int src_len);
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