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TrustFs: Distributed File System with Trust Management

ZHANG Zi-peng, LIU Hai-tao, GUAN Hai-bing
(Department of Computer Science and Engineering, Shanghai Jiaotong University, Shanghai 200240)

Abstract None of the classic distributed file systems can help users to identify which files are trustable. To solve this problem, this paper presents
a distributed file system named TrustFs, which uses digital signature for file owner’s authentication and trust management techquines for users’ trust
metric evaluation. Aided by TrustFs, users can easily distinguish unsafe files from others. TrustFs is implemented as a stackable file system, so it can
be ported to any Unix system and it is very extensible.
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