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Dynamic Detection of Buffer-overflow Vulnerabilities
in Binary Environment

XIA Chao, QIU Wei-dong
(Cryprography and Information Security Lab, Shanghai Jiaotong Univerisity, Shanghai 200240)

Abstract This paper proposes a method to detect buffer-overflow vulnerabilities for executables. Combining dynamic analysis and static analysis,
it makes further detection of buffer-overflow vulnerabilities. Static methods mainly deal with the internal semantic relationship of assembly
instructions and the properties of a function’s stack frame for executables. Dynamic emulation provides a virtual run-time environment, which
enables the program to combine its static properties while virtually executed, and then it can get the function’s semantic results on buffer
manipulation, and determine whether there is a buffer-overflow vulnerability.
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2 [ebp-4], [ebp+8] [eax]
4
x86
2 0x10
0x04000100  0x04020000
1 0x04000100
0x200 2 0x04000300
2 ALLOC LENS
ALLOC
sizeof LENS
3
argo 0x80 0x60
3

[0x04000100-0x04000160]
[arg0, arg0+ LENS(arg0)]

proc(string) [string, string+
LENS(string)]

int proc(char *str) {

opl=i_lea(op0) 2 op0, opl
lea opl
op0 2
1 =+ = 2 =+ = 3) + =
2
mov eax, [ebp + 0x08]
imul eax, [ebp + 0x0c]
mov [ebp - 0x04], eax
sub esp, 8
lea eax, [ebp - 0x14]
push  eax
0xbffff0e8
OxbffffOec ()
OxbFfffOf0 local0 16 Byte
OxbffffOf4
Oxbffffof8 locall ()
0xbffffofc ebp
0xbffff100 eip
Oxbffff104 arg0
Oxbffff108 argl
[2]
3
Halvar Flake
x86
2 3
mov
[eax], 0x41 2 [eax] =
i_mem(eax) i_mov([eax], 0x41)
i_mov
mov eax, [ebp-4]
add eax [ebp+8]
mov [eax], Ox41 [eax] 0x41
Input chain Temp chain ?:hma‘?ﬁt |
H I_mem
|[ebp+8] | i_add |
oar_p—
[ebp+8]

v
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int lens=0;

0xbfff00f8 localo Oxcceceeee value while (*str++) {

Oxbfffo0fc ebp none lens+;

0xbfff0100 eip none }

0xbfff0104 argd | 0x04000100 | pointer ) return lens

L—b ALLOC 0x80 LENS 0x60
0x04000100 | Oxccceceee | Oxcceceece | Oxceccecee | Oxcececece
0x04000110 | Oxccceceee | Oxcceceeee | Oxceccecee | Oxcececece
0x04000120 [ Oxcccecece | Oxceccecee | Oxcececeee [ Oxccececece
0x04000130 | Oxcccecece | Oxceccecee | Oxceceecee | Oxccececece
0x04000140 | Oxcccecece | Oxceececee | Oxceceeeee | Oxcecccece
0x04000150 | Oxccceceee | Oxcececeeee | Oxceccecee | Oxceceecece
0x04000160 | 0x00000000 | Oxcccceeee | Oxcecceeee | Oxcececece
0x04000170 | Oxccceceee | Oxcecececee | Oxcecceeee | Oxcececece
3
5
1) ( c

void test() {
char str[12];
view(str, 40); }

void view(char *str, int LENS)

{inti=0;

for(; i <LENS; i++) {str[i] =‘a’; } }

view

mem_write [0x06000100-0x06000110]=[arg0,arg0+arg1]
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