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Abstract To keep free from weak capability of express of the usage control model based on authorization predication decision(UCON,), a
delegation certification model is proposed to express decision result in a fine-grained manner, and delegation certification processing statuses are
defined to replace the simple access status. Decision component can make the reasonable delegation certification based on the system status when a
request arrives, and also make decision to change the delegation certification processing status when the system status is changed. This method
effectively avoids that the same access requests generate the delegation certification repeatedly, and the delegation certification really reflects actual
demands of authorization.
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preupdate(s.dc) : switch(o)
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preupdate(s.bn,) : sbn, =sbn, +1,

preupdate(s.bt) :sbt=0,

preupdate(s.start) : s.start = sys.clock ;

(4) o((state(s, dc) = using _dc) A (s.bt < 30) — onupdate(s.bt)) ,

onupdate(s.bt) : sbt = sys.clock —s.start ;

(5) o((sbn, = 4) A (s.bt > 30) A (state(s,dc) = using _dc) —
inactivate(s,dc));

(6) inactivate(s, dc) — Opostupdate(o.bsn) ,

postupdate(o.bsn) : 0.bsn = 0.bsn—1;

(7) o((sbn, > 4) A (sbt > 30) A (state(s,dc) =using _dc) —»
hold (s,dc));

(8) hold (s, dc) — Opostupdate(o.bsn) ;

(9) restore(s, dc) —a(hold(s, dc) A (sbn, = 0) A preupdate(o.bsn) A
preupdate(s.bn,) A preupdate(s.bt) A preupdate(s.start)) ;

(20) o((sys, clock >UD)  (state(s, dc) = usin g _dc) — revoke(s, dc)) ;

(11) o((sys.clock >UD) A (state(s, dc) = grant _dc) — revoke(s, dc)) ;

(12) o((sys-clock >UD) A (state(s, dc) = hold _ dc) — revoke(s, dc)) ;

(13) revokeaccess(s,0,r) —arevoke(s, dc) ;

(14) activate(s,dc) — oendaccess(s,0, ) ;

(15) revokeaccess(s,0,r) v endaccess(s, 0, r) — Opostupdate(s.dc) ,
postupdate(s.dc) : s.dc = null .
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