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Design of Stream Cipher Algorithm Based on Chaos Anti-control
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Abstract This paper uses chaos anti-control idea to generate a hyper-chaotic system, and uses the pseudo-random feature of hyper-chaotic system
to design a stream cipher. The nonlinear state feedback is added to a Discrete Linear Time Invariant(DLTI) system and the hyper-chaotic system is
constructed. The existence of feedback gain matrix is proved and the constraint condition between and coefficient matrix is given. A stream cipher
algorithm based on a 3D hyper-chaotic system is designed. Simulation results indicate that the stream cipher has favorable statistic characteristics.
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