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[ Abstract] In accordance with the shortcomings in efficiency and security of PayWord, which is a mobile micro-payment protocol based on
conventional Hash chains that has a length limit, this paper brings up a new protocol suitable for mobile commerce certification and micro-payment,
involving the idea of “multiple denominations” Hash chains, a self-renewal Hash chains scheme and a token-based authentication method. Analysis
results show that the protocol has better security, efficiency and fairness, and it is fit for frequent micro-payment between a mobile user and a fixed
information service provider.
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