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Abstract: This paper presents an anonymity algorithm,which dynamically changes source address in IP layer to make a
anonymity communications.In sending packet,it dynamically establishes the anonymity link,while encrypting and recording the
middle address in packet.The record of middle addresses on the path is encrypts hop by hop,which looks like a onion with the
source IP inside and destination IP outside.The response of the packet traces the middle address back to the original source
node.The algorithm does not only ensuring the sender anonymous,but also protecting the information of the source address from
lost.Analysis shows that the algorithm can provide high—level anonymous,dynamically ensconce the source address,has less band-
width cost,has less encryption times and shorter time delay.So the algorithm can provide high quality anonymity communication
in IP layer in mobile Internet.
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